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Abstract Serialization has been the focus during 

the past years due to the new worldwide regulation 

related to the track and trace of pharmaceutical 

products. Companies dedicated all their efforts 

incorporating new technology to their actual 

packaging lines. Some has to update their 

serialization systems versions to improve their 

process. For this update a complete validation 

strategy and exercise was developed: from 

Commissioning and Qualification to Packaging 

Line Integration. Eight protocols were executed, 

documents were updated and reports were 

generated to assure the system was satisfactorily 

upgraded. From 3721 steps executed, 96.60% 

passed right and 131 steps failed generating 59 

discrepancies and 7 re-test exercises related to 

protocol errors, error in reference documents and 

equipment failure. It was concluded that main 

offenders were Lack of Information, Human Error, 

Wrong Information found on Vendor’s documents 

and Configuration errors. A closing meeting was 

held to identify lessons learned and improvement’s 

opportunities for upcoming upgrades.  

Key Terms  Packaging, Serialization, 

Upgrade, Validation. 

INTRODUCTION 

For many years, the manufacture of products 

has faced serious problems of counterfeit, 

adulteration and misbranded that results in damages 

to both consumers and manufacturers.  

“The World Health Organization (WHO) estimates 

that as much as 30% of the medicines sold in parts 

of Asia, Africa, and Latin America are counterfeit.  

In 2011, 64% of antimalarial drugs in Nigeria were 

found to be counterfeit. Worldwide, an estimated 

10% of all medicines are counterfeit.” [1] 

“The problem of counterfeit drugs and drug 

adulteration has been a worldwide issue for 

decades.  An estimated 80 percent of counterfeit 

drugs come from overseas with most of them 

manufactured in India and China.” [2] 

One of the areas that has boomed in these days 

is the interest of “track and trace” those products 

that are directly used at health level like controlled 

drugs, over-the-counter (OTC) medicines and 

medical device products.  The goal of develop 

regulations focus on the most vulnerable points at 

the supply chain.  Countries like China, Brazil, 

Turkey and United States have developed its own 

laws and regulations. 

Serialization: The Solution 

Serialization has been adopted with the 

purpose of controlling and reducing the 

vulnerability of counterfeiting by assigning a 

unique number to each product and monitoring its 

passage through the supply chain until it reaches 

the end user.  Identification of the product begins 

with the most single unit that can be marked (e.g. 

each unit in a blister, a bottle with tablets, a syringe, 

a vial) and ends with the identification of the 

highest packaging level: the pallet as shown in 

Figure1.  Some of the information required for 

serialized products includes date, batch number, 

human readable markings, number of containers per 

transaction, among other details.   

Finally, individual units are separated back and 

its distribution is monitored until it arrives to the 

consumer.  Figure 2 shows how units moves in the 

supply chain. All information regarding the creation 

and movement is collected in a central database.  

This exercise requires a complete commitment 

from all the units. 



 
Figure 1 

Relationship between Packaging Stages and it Unique 

Identification [3] 

 
Figure 2 

Example of a Serialized Product Movement through the 

Supply Chain Units [4] 

Serialization Impact in Existing Lines 

Serialization introduces marked modifications 

to existing production and packaging lines.  The 

implementation of serialization requires an 

individual assessment inside the industries to 

determine if they can integrate new technologies 

that allow them to comply with the law 

requirements. A closer integration between 

different plant’s areas such as automation, 

manufacturing and packaging is required to 

successfully incorporate serialization to the process.  

Activities like re-design has been necessary and the 

whole exercise includes huge capital investments, 

develop specialized training to mechanics, 

operators, Information Technology and Automation 

personnel, and the installation of new technologies 

(e.g. vision systems, printers, sensors, check 

weighers) to improve and complement existing 

operations. 

Serialization in the United States 

In the United States of America, the Drug 

Quality Security Act (DQSA) was established to 

meet the worldwide track and trace requirement.  

Title II known as the Drug Supply Chain Security 

Act (DSCSA) contains in its Part 582 the 

requirements for the identification and tracking of 

the products. The law requires pharmaceutical 

industries to establish electronic tracking systems 

for their products.  The regulation came effective 

on January 2015 and by November 2023 the system 

must be fully operative.  The database created will 

allow the Food and Drug Administration (FDA) to 

determine the legitimacy of a product in the market. 

Serialization Programs 

There are several serialization systems in the 

market that can be integrated into existing 

packaging lines like Antares, Optel, Cognex and 

Systech.  All of them are designed with a common 

structure which is adjusted according to the needs 

of each company.  For serialization in packaging 

lines the Systech general arrangement of the 

structure can be seen in the following diagram 

(Figure 3): 

 
Figure 3 

Systech’s Serialization System Structure [5] 

This structure is aligned with the hierarchy of 

plant, line and machine level.  The whole structure 

provides the tools required to meet serialization 

requirements. The major components are the 

Guardian, the Advisor and the Sentri.  Another 



component can be included such as Remote 

Workstation and Pallet Handheld. Each of them are 

associated with an equipment in the line. 

Serialization and Validation 

As is known, serialization is a compliance 

issue and like all compliance topics, it is subject to 

evaluation by the regulatory agencies like the FDA.  

Here is where validation comes, because 

serialization programs are required to be verified 

against its specifications.  The benefits from 

validation provides the company the chance of 

evaluate its process [6]. 

Validation not only takes place at the 

beginning of a process, but also when the system 

suffers any type of modification.  Revalidation 

assures that the system that suffers a change in it 

status maintains its integrity.  Because an upgrade 

of the serialization program impacts the current 

state of the packaging line, it is subject to 

revalidation.   

PROJECT DESCRIPTION 

This research project focused on a packaging 

line that requires to upgrade its current serialization 

program.  The reason for the upgrade comes from a 

program’s owner (Systech) notification that will no 

longer support the current program version because 

the industry requirements have changed.  The 

change involves removing the current program 

along with its licenses and installing the new 

version with the corresponding new licenses.  Due 

to this a full validation for the program is required.  

This project wants to present the complete 

validation exercise for the packaging line.  The 

results from the upgrade will show the gained 

experience and the lessons learned. 

PROJECT OBJECTIVE 

Because the serialization project is an 

emerging topic for the industries, there is not much 

available studies and reports regarding the program 

upgrade exercise.  It is expected to present the 

complete development of a validation of a 

serialization upgrade to a packaging line.  The 

objectives for this project are to: 

 Investigate available information regarding 

serialization validation to apply to current 

upgrade exercise; 

 Develop a general mapping on serialization 

upgrade validation; 

 Perform a full validation to the upgrade of 

Systech serialization program from version 

7.34 to version 8.01.  

RESEARCH CONTRIBUTIONS 

This serialization project will expose the 

current process of upgrading at one 

biopharmaceutical in Puerto Rico.  The intent of 

this project is to contribute by:  Providing a guide 

by presenting the knowledge acquired through this 

validation upgrade exercise; serve as a reference 

and act as a framework for those companies that 

have not yet perform a serialization program 

upgrade. 

LITERATURE REVIEW 

The importance of performing verifications and 

validations for systems and equipment is not only 

for purposes of compliance with the laws and 

regulations established by local and global 

government.  Systems and equipment need to be 

evaluated to ensure that they work properly, that are 

able to reproduce consistently, and that meet the 

specifications under which they were created.   

At the global level, practical guides have also 

been developed focused on the different systems, 

such as the Good Automated Manufacturing 

Practice (GAMP) in 1991 with the aim of meet the 

requirements of the European agencies. The GAMP 

guide has been adopted by United States as part of 

the harmonization process [7]. Combination of the 

guidelines and practices along with the Regulations 

is key to a success validation when introducing a 

new system or program or when updating and 

existing one. 

The evaluation of the pharmaceutical facilities 

and its systems begins with an engineering exercise 



called Commissioning and Qualification (C & Q).  

Its purpose is to ensure that the design requirements 

not only meet the expectations for which they were 

designed but also seeks to evaluate the quality 

aspect related to the manufacture of the product.  

This requires the application of what is known as 

Good Engineering Practices (GEP).  The 

relationship between the documents that are 

developed and / or updated as part of the 

commissioning stage and the type of test performed 

to ensure that they are correct can be seen in Figure 

4. 

 
Figure 4 

Relationship between C & Q Documents and Testing [8] 

Once C & Q is completed, the validation stage 

takes place by performing another set of document 

evaluation, testings and final reports generation.  

Those testing are summarized in Figure 5 [9]. 

 
Figure 5 

Validation V-Model [9] 

Due to the presence of the technology in the 

processes, the systems and equipment undergo 

constant updates.  In order to comply with the 

regulations, it is necessary to keep them up to date.  

This exercise is a dynamic one and still involves 

both the physical and the hardware part.   

Understanding Serialization 

Serialization is being introduced recently 

worldwide, the requirements lend themselves to 

multiple interpretations, which is also a challenge 

[10]. Due to this, it is necessary to pay more 

attention to details at the moment of implementing 

the program and when validating it.  Although 

product serialization was developed in order to 

solve mainly the problems of counterfeit in the 

market, there are additional benefits that comes 

along with this practice.  Information obtained from 

the data base are real-time data, more precisely. 

With this, it is easier to track units, supporting in 

this way the current inventory management. 

Serialization and its Impact at Line Level 

Serialization in the production and packaging 

line needs to be considered in detail since it triggers 

additional changes in the process.  A detailed 

evaluation must be done to assure compliance while 

lower the impact to actual production performance: 

each company has its particular needs and adding 

serialization adds complexity to the process.  On 

the other hand, sometimes it is necessary to buy 

new equipment and decommission current. 

Serialization is an Inter-Departmental Matter 

Serialization systems are not stand-alone.  This 

means that to keep system working it is required 

that different company’s department work together 

not only during validation stage but also as part of 

daily operations. 

When talking about testing, under normal 

conditions, computer system validations and 

upgrades are performed by the Automation area in 

coordination with the Information Technology (IT) 

area as the program is associated with a device 

within a production or packaging line.  



Manufacturing personnel must also be included 

because they can provide information regarding 

line improvements that can be done due to the 

introduction or upgrade of serialization.  

Incorporate the operators will help them understand 

better the usage and importance of the system.  

Validation team must lead the validation exercise 

and Quality Assurance (QA) participation is a 

requirement since it guarantee compliance. 

Importance of Keep Updated Serialization 

Systems: Why Upgrade? 

Serialization systems are also dynamic and 

require to be upgraded.  Prior to the upgrade, it is 

critical to evaluate carefully the changes and their 

impact on the systems to which they are tied.  They 

must also be validated in alignment with the 

original systems since normally, they directly 

impact the manufacturing processes.  The same 

strategy used for the original validation can be 

implemented for the validation of the upgrade.  

Figure 6 shows the traditional model used during 

software validation. 

 
Figure 6 

Validation V-Model for Software [7] 

Validation Upgrade Approach at a 

Biopharmaceutical Industry 

The design of software used in some plants 

makes the validation process a complex one.  

Because serialization programs are new to industry, 

they require improvements to continue complying 

with the law.  Also, updates are necessary to correct 

programming errors (gaps) that could make the 

system vulnerable at some point in its use.  In 

addition, some modifications are needed for the 

program to communicate with other system 

programs (ERP, MES) to feed data, storage data or 

to transmit data.  Validation upgrades for systems 

and software follow the same basic models for 

C&Q and validation.  Two main strategies are used; 

the “onsite/offline testing” and the “Front End 

Loading” (FEL).  Jordon and Pirrea explain in their 

article the benefits from use this kind of strategy 

[11]. 

Another strategy used in industries when 

upgrading in the area of automation is the Front 

End Loading (FEL). Sigmon describes this strategy 

in his article [12]. 

Normally, FEL is performed by an external 

provider to avoid compromising plant staff that is 

dedicated to run business.  The analysis is provided 

to the plant to develop the final upgrade plan.  Once 

the initial upgrade strategy is defined, another 

option available is the use of leverage.  The benefit 

of doing it is to avoid to repeat the same testing in 

multiple times.  Carefully evaluation must be done 

because not all test can be leveraged [13]. It is 

important to understand that the leverage strategy 

must be discussed with Quality Assurance (QA) 

and they must approve it prior to its implementation 

[13]. 

Validation of a Serialization Upgrade for 

Systech 

This project will focus in the development and 

execution of the validation upgrade for Systech, 

from version 7.34 to the release version 8.01 

performed at a packaging line of a 

biopharmaceutical.  As part of the strategy, the core 

testing related to SAT will take place at a mockup 

line and specific testing for the lines will be 

covered inside an End of Line Addendum.  

Leverage to common test will also be performed. 

METHODOLOGY 

This project will focus in the development and 

execution of the validation upgrade for Systech, 

from version 7.34 to the release version 8.01 



performed at a packaging line of a 

biopharmaceutical in Puerto Rico.  This exercise 

was defined by management as a full Computer 

System Validation (CSV).  Each of the elements 

that compose the Systech system, Advisor, Sentri, 

In Lot Rework workstation and Pallet Handheld 

will be validated independently.  After their 

validation, an integration exercise will take place at 

packaging line to assure there is no impact in their 

production activities. 

Scenario 

At the selected biopharmaceutical, there are 

eight existing packaging lines for syringes and vials 

and one packaging line for solid dosage form.  One 

syringe’s packaging line was selected to perform 

the initial Systech upgrade validation.  Because 

available time at lines is limited, the offline – inline 

strategy will be used to perform the validation 

exercise.  For the offline strategy, a pilot packaging 

line installed at a “Mockup laboratory” will be used 

to perform all testing related to Site Acceptance 

Tests (SATs) for Advisor, Sentri, In Lot Rework 

workstation and Pallet Handheld.  Integration and 

specific testing for the line will be covered inside 

an End of Line (EOL) Addendum and will be run 

inline.  Leverage to common test (from offline to 

inline activities) will also be performed if required.   

Initial Assessment and Project Scope 

A Change Control will be open to document 

the need of upgrade Systech version and its impact 

on packaging activities.  The validation exercise 

will be documented as part of the Commissioning 

and Qualification Plan.  An authorization from 

Corporate Headquarters is required in order to 

initiate the upgrade validation.  Once they approve 

the deployment of the program to the site, the 

Subject Matter Expert (SME) in Serialization will 

perform an assessment and will provide the 

recommendations on how to update documents and 

how to create the required protocols to comply with 

the validation required. 

Project Team 

Different external companies were contracted 

to perform the upgrade validation.  The team will 

be composed by a Project Manager, a 

Commissioning and Qualification lead, two 

Validation Specialists, one Automation Technician 

and one Serialization SME. 

The team will receive support from the 

Validation team and from 2 Quality Assurance 

Specialists (one for the C&Q stage and other for the 

packaging line stage).  Due to the aggressive dates, 

the team will distribute the activities in two shifts 

and will include weekends and holidays as required 

as part of the schedule to comply with the dates 

(although initial timeline do not include it). 

Weekly meeting will be held with Sponsors to 

notify project progress and daily activities will take 

place lead by the Serialization team to coordinate 

activities and monitor progress.  Communication 

with the packaging management will be established 

from the beginning of the exercise to coordinate the 

packaging line activities.  A table with the main 

activities were developed to assign Responsible, 

Accountable, Consulted and Informed (RACI) 

roles. 

Project Timeline Overview 

This project has a timeframe of eight (8) months to 

complete the syringe’s packaging line validation.  

A general plan with all the required activities was 

developed in coordination with a Scheduler to 

assure the correct time distribution.   A Gantt chart 

for the Systech upgrade validation activities will be 

developed.  A master list of impact documents will 

be created to assure correct evaluation and update 

of each one.  Deviations found during the execution 

of the offline-inline testing will be documented in 

an official form and must be evaluated and 

approved by QA Specialist. 

Pre-Work Activities 

Main activities include the generation of the 

Change Controls, one for the mockup laboratory 

(offline exercise) and other for the packaging line 



(inline exercise).  Also, the purchase order will be 

placed to buy two new IPCs (one for Advisor and 

one for Sentri).  Communication with packaging 

line owners share with them the proposed strategy 

for the validation and to request support from the 

different activities on schedule.  Evaluation of the 

Product Configuration documents will be 

performed to preliminary identify the products that 

can be run in the line during the Integration and 

End of Line activities. 

Table 1 

Test Justification 

Test Equipment 

Calibration / 

Certification Review 

Record calibration/certification 

information. 

Alarms and Interlocks 

Verification 

Verify that alarms/interlocks are 

triggered by the corresponding 
conditions 

Source Code Review Verify that the equipment Source 

Code of the PLC is clear, correctly 
and no dead codes are present 

Control Panel 

Verification 

Verify that the control panel devices 

operate as per manufacturer 

specifications 

System Security 
Verification 

Assure that the software security is 
adequate to avoid unauthorized access 

Screen Navigation 

Verification 

Assure each of the screens available 

from the equipment are configured, 
operates and displays the functions as 

required 

Boundary Conditions 

Verification 

Verify that the parameter values 

within the specified boundary 
conditions are accepted and those 

outside are denied 

Backup and Restore 

Verification 

Document that a procedure or steps 

for the back-up and restore of the 
program used in the equipment and 

PLC’s is available, complete and 

secure 

Input/Output (I/O) 

Verification 

Verify that equipment input and 

output devices (e.g. sensors, switches) 

are properly hardwired to the PLC I/O 
Cards and addresses were configured 

as per requirements 

Setup Parameters 

Verification 

Verify that the setup parameters for 

each presentation are documented and 
classified as critical or guide. 

Efficiency Test Run Verify that the equipment is capable 

of continuously and repeatable 

processing products, counts and 

bottles at the specified production 

rates and efficiencies 

Communication Test 
Failure Verification 

Verify if the different components of 
the control system can register a 

communication loss with peripherals 

Power Failure 

Verification 

Verify that the equipment does not 

lose any relevant operational data 
during a power failure 

Note: This table is an extract of some items from “Leverage 
from Factory Acceptance Test, Site Acceptance Test, and 

Commissioning into Qualifications using a filler of a Packaging 
Line as a Model in the Pharmaceutical Industry”. [13] 

Core Activities 

Once the new release version is received by IS 

Director at corporate, it must be approved and 

release; then the plant can proceed to develop in 

detail the validation strategy.  As a first step, it is 

required that the Serialization SME perform an 

evaluation of the program release notes to identify 

which are the changes and to determine if the 

changes impact current serialization requirements.  

If so, he/she must determine what kind of tests are 

required for the validation to cover the change. An 

update of actual requirements document 

(Serialization URS) might be necessary. 

The following table summarize the main 

activities identified as part of the Serialization 

Systech upgrade validation exercise: 

Table 2 

Type of 

activity 
Sub-activities 

Mockup 

laboratory 
setup 

 Obtain current packaging line’s archive 
to convert to new Systech version. 

 Install IPCs at the mockup laboratory. 

 Install the Systech release version at 
mockup packaging line. 

Packaging 

Line window 
coordination 

 Coordinate with Packaging Planner to 
request a window to execute Addendum 

protocol at packaging line. 

 Coordinate with Packaging Line 
Supervisor the availability of resources 

to provide support to the Addendum 
execution. 

Material 

coordination 
 Use the products number identified 

during pre-work activities to request 
Supply Chain the Bill of Materials 

(BOM) of components. 

 Calculate the amount of components 
required for the Addendum tests. 

 Submit the complete component list and 
the required documentation to Supply 

Chain. 

Documentation 

Update 
 Verify if there are new versions of 

Systech manuals or new manuals to 

upload into the Document Management 

System (EDM). They will be referenced 
in Commissioning & Qualification and 

Validation protocols. 

 Update Serialization Requirements in 
the corresponding documentation (e.g. 

Functional Specifications, Design 
Specifications). 

 Identify the tests that are going to be 

executed at the laboratory (offline). 



Table 2 

Type of 

activity 
Sub-activities 

Update the 

build SOPs 
and the 

corresponding 

IQ/OQs 
 

 Update existing build Standard 
Operating Procedures for Pallet 

Handheld, Advisor and In Lot Rework 

Station. 

 Perform dry run to challenge 

documents. 

 Create Installation Qualification and 

Operation Qualification protocols. 

 Wait until Change Control reach 
implementation status to proceed with 

the approval of documents. 
Note: IQ/Oqs will be run in the 

packaging line since they required 

specific connections and full licensing. 
Mockup lab work with 

provisional/temporary licenses. 

SATs creation 

and execution 
 Create the SAT protocols for Advisor, 

Sentri, In Lot Rework station (Remote 

Station), Pallet Handheld to be worked 

offline using the required tests (requires 
SME analysis of information from 

previous equipment validation and the 

Systech release notes). 

 Route in EDM the SAT documents for 

review. 

 Perform dry runs prior to approval 

stage. 

 Approve SAT documents. 

 Generate Work Orders to change from 
development environment to test 

environment in the mockup laboratory. 

 Request process orders from MES to 
download data from Guardian in order 

to run some tests. 

 Ensure required documentation is 

approved prior to run any test. 

 Run SATs at Mockup line. 

 Manage any possible deviation 
(discrepancies). 

 Prepare SAT binders. 

 Submit SAT binders for review and 
approval. 

 Generate final reports. 

 Approve final reports. 

Create the 

Matrix Report 
 Generate initial report draft for the 

Matrix Report to identify what 
additional tests are required to include 

in the addendum. 

Addendum  Identify specific test that applies to 
packaging line. 

 Include any missing test that was not 
evaluate as part of the SATs and that 

was identified during the preliminary 
evaluation of the matrix report. 

 Upload Addendum and route for 

review. 

 Share document with packaging line 

team for comments and 
recommendations. 

 Route document for approval. 

Materials 

Protocol (PTC) 

 

 Generate a document for the 

introduction of the components that will 
be used in the addendum execution. 

Table 2 

Type of 

activity 
Sub-activities 

 Upload PTC for review and approval. 

 Get confirmation from planner about 

the window’s date. 

 Make final coordination at Warehouse 

for component delivery. 

Packaging line 

setup 

 

 Change IPCs at packaging line. 

 Install required programs. 

 Build the systems if required (e.g. Pallet 

Handheld, In Lot Rework Workstation). 

 Run IQ/OQs using SOPs and licensing 

the systems. 

 Create SOPs redlines, if required. 

 Get Automation release for validation 
(Addendum execution). 

Addendum 

execution 
 Generate Work Orders to change from 

production environment to test 

environment the packaging line. 

 Request process orders from MES to 

download data from Guardian in order 
to run some tests. 

 Train operators. 

 Run Addendum at packaging line. 

 Manage any possible deviation 
(discrepancies). 

 Prepare Addendum binder. 

 Submit binders for review and 

approval. 

 Generate final reports. 

 Approve final reports. 

 Complete Matrix report. 

 Route for review and approval the 
Matrix Report. 

 Generate Work Orders to change from 
test environment to production 

environment the packaging line. 

Closure 

activities 
 Close open Work Orders. 

 Close Change Control. 

 Release packaging line for packaging 
activities. 

Note: All the activities described previously were assigned 

an order and a time in a Gantt chart.  

RESULTS AND DISCUSSION 

As stated in the strategy, protocols were 

executed in two different scenarios: offline at the 

Pilot Line and inside Packaging area at a syringes’ 

line. Tables 3 presents a summary of the quantity of 

steps (individual activities) performed per protocol. 

The execution of them generate attribute (nominal) 

data: pass or fail. For the complete computer 

system validation exercise, a total of 3,852 steps 

were executed in a timeframe of 7.45 months, from 

which the 96.6% were satisfactory (passed) at the 

first time and the 3.4% generated a deviation from 

the step as established. 



Table 3 

Protocol Steps 

Passed 

Steps 

Failed 

% 

Pass 

%Fail 

Pallet Handheld 

Station IOQ-000855 
151 3 98.05 1.95 

Handheld Barcode 

Reader IOQ-000854 
50 0 100.00 0.00 

In-Lot Remote 
Workstation IOQ-

000896 

158 7 95.76 4.24 

Pallet Station Test 

Scripts (SAT-000367) 
231 11 95.45 4.55 

Advisor Test Scripts 

(SAT-000373) 
1292 42 96.85 3.15 

Sentri Test Scripts 

(SAT-000394) 
855 34 96.18 3.82 

In-Lot Remote Test 
Scripts (SAT-000372) 

484 20 96.03 3.97 

Line Integration Test 

Scripts (ADDM-
000190) 

500 14 97.28 2.72 

Total 3721 131 96.60 3.40 

 Average 96.95 3.05 

For those steps that failed, a deviation 

memorandum was generated in order to detailed 

describe the finding, identify the root cause and to 

assign a correction and/or preventive action. Table 

4 shows a compilation of the discrepancies. They 

were grouped in three main categories described by 

a legend. After an evaluation of the root cause, 

some of the tests were performed again (re-tested) 

to obtain or to confirm a final and official result. 

Table 4 

Protocol No. 

of 

Disc. 

Type Re-

test 
1 2 3 

Pallet Handheld 

Station IOQ-000855 
2 0 2 0 0 

Handheld Barcode 

Reader IOQ-000854 
0 0 0 0 0 

In-Lot Remote 
Workstation IOQ-

000896 

3 1 1 1 0 

Pallet Station Test 
Scripts (SAT-

000367) 

6 3 2 1 0 

Advisor Test Scripts 

(SAT-000373) 
21 9 7 5 

1EQ, 

1NV, 

1PE,  

1-CE 

Sentri Test Scripts 

(SAT-000394) 
13 8 4 1 0 

In-Lot Remote Test 
Scripts (SAT-

000372) 

8 3 4 1 
1NG, 

1CE 

Line Integration 
Test Scripts 

(ADDM-000190) 

6 3 2 1 1MT 

 59 27 22 10 7 

 %Disc. 45.76 37.29 16.95  

Legend: 

Type 1 - Protocol Generation Error, Lack of Information for 

protocol redaction, Human Error 

Type 2 – Wrong information found in protocol reference 
documents (SOPs, Manuals, Design Specification, 

Navigation Guides, Systech manuals error), 

incorrect images on Vendor’s documents  

Type 3 - Equipment failure or Configuration error  

Re-test – Additional test performed due to Discrepancies  

EQ – Equipment 

NV – Navigation Guide 

PE – Protocol Error 

CE – Configuration Error 

MT - Missing tests in protocol 

Regarding impact in controlled documents, a 

total of 65 documents required creation or update. 

Table 5 summarizes the documentation exercise 

that took place during the whole validation. 

Table 5 

Documents created Qty Documents updated Qty 

Change Control 

(CC) 
1 

Quality Risk 

Assessment for 

Equipment and 
Automated Systems 

(QRAES) 

1 

Commissioning and 
Qualification Plan 

(C&Q) 

1 
User Requirement 

Specifications (URS) 
2 

Installation and 

Operational 

Qualification (IOQ) * 

3 
Design 
Specifications (DS) 

1 

IOQ Report 1 
Functional 

Specifications (FS) 
1 

Test Run Protocol 

(PTC) 
1  Build SOPs * 3 

SATs  
(Pallet Handheld, 

In-lot remote, 

Advisor, Sentry) 

4 

Engineering drawing 

for Sentri (UPS 
replacement) 

1 

 Line Integration 
(Addendum) 

1 

Requirements 

Traceability Matrix 

(RTM) 

1 

Addendum Report 1 
Update vendor’s 
manuals in EDM 

38 

Commissioning and 

Qualification Report 
1 Navigation Guides 3 

Total 14 Total 51 

Note: Those with an * includes (Barcode reader, In-lot remote 

workstation and Pallet handheld) 

GENERAL DISCUSSION 

As stated previously, a total of eight (8) 

protocols were executed. It can be seen that right at 

the first time about the 97% of the steps were 



satisfactory executed and only a 3% required any 

kind of evaluation and/or re-evaluation. 

It can be seen that the failed percent is less than 

5%, it is necessary to discuss in detail what caused 

them. From a total of 59 discrepancies generated 

(Refer to Table 4), 27 were classified as protocol 

generation error, meaning a 45.76% of them. Errors 

in the protocol are due to the lack of information 

available for some of the tests. Although several 

dry runs were performed before starting the 

validation exercise, no enough time was dedicated 

to identify and analyze the main changes in the new 

serialization program and its impact. Due to this, 

some details could not be captured on time within 

the protocols, generating discrepancies during the 

execution. Likewise happened with manuals and 

navigation guides among other company’s 

documents that cannot be fully updated prior to the 

validation exercise. 

Serialization Systech program came with a 

Document Library folder that contains all required 

manuals related to programming, navigation and 

functionality of the system. They were used to 

update all the documentation related to the 

validation exercise (e.g. SOPs, protocols, 

navigation guides). During the protocol’s 

execution, it was found that some Systech’s 

manuals used as references were not updated with 

photos or ranges of values for some of the 

variables, among others, and were the cause of the 

37.29% of the discrepancies (22 discrepancies 

generated). For them, tickets were opened directly 

to support@systechone.com. They promptly 

attended open tickets and provided guidance and 

the necessary files to correct the findings. They also 

made corrections to their manuals and sent them 

approved prior to finish the validation. 

Equipment failure and configuration errors 

cause the 16.95% of the discrepancies. Errors in the 

computers were a result of system gaps that 

included files that corrupted when converting the 

archive from version 7.34 to version 8.01, screens 

that freeze and required to reinitiate the equipment 

(making the test fail), among others. 

Also, some of the tests that were performed in 

the laboratory could not be completed there, 

generating deviations because the laboratory 

environment was a simulation of the packaging 

environment and did not have all the connection 

capacity of the real environment. 

For the biopharmaceutical, this upgrade 

validation exercise was considered a complete 

learning curve and will be used for future 

serialization upgrades. The strategy of execute part 

of the tests offline and leveraged them, reduced the 

downtime of the packaging line since the final 

exercise only took three (3) weeks. A closing 

meeting was held to discuss lessons learned about 

the process. Lessons learned will help to improve 

planning for the remaining nine (9) packaging lines. 

Other opportunities of improvement identified 

include themes like: 

 Project design distribution - Project 

management techniques will be refined (e.g. 

better time distribution based on current 

experience since the first time they were 

estimated) 

 In depth analysis of Systech Release Notes - 

This document is key at the moment of 

beginning the generation of documentation 

since it specifies those areas of the System that 

have changed in the new version. This 

information allows the SME to develop more 

accurately the tests that will be included in the 

validation protocol. 

 Request close support from Systech experts - 

When upgrading from a new version, more 

support from Systech is required to understand 

changes in the system. Constant 

communication with them is necessary at some 

stages of the program installation and 

licensing. 

CONCLUSIONS 

Most of the companies are focused on 

complying with the Law and incorporate 

serialization to their processes for November 27, 

2017. Versions such as 7.34, 7.36, 8.01, and most 



recent versions 8.2 and 8.3, meet the requirements 

of law. Due to this, a few companies have focused 

in make upgrades of their initial program versions.  

It can be concluded that the main objectives 

were satisfactorily attained. During the research 

part of this validation, it was found that although 

there was no enough public data available related to 

this theme, the information obtained helped in the 

development of the initial validation strategy. A 

general mapping of the main activities was initially 

developed and details were added during the 

validation exercise. A final project structure was 

developed and will be used for the next packaging 

lines upgrades. The complete validation exercise 

was successfully completed. 
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