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Lately, ransomware keeps being an important topic of
conversation. Their sophisticated encryption and
propagation schemes limit our chances of recovering data
to almost zero. | investigate the use of Splunk Enterprise,
combined with Sysmon to detect a specific ransomware
threat. For proof of concept, | use a WannaCry sample to
detect the first time It was executed. This way, an
Investigation can be done, and alerts can be configured to
better aid the iIncident response team. This solution
detects ransomware file creation through the Splunk
search query using Sysmon event codes.

Currently, the ransomware threat Is still considered as the
main money-making scheme for threat actors. It has
evolved from simple scare tactics to where it now targets
anything it can get its hands on. Furthermore, ransomware
combines the usage of exploits with worm-like spreading
mechanisms to propagate itself. For this reason, we need
new countermeasures, apart from the traditional
approaches.

A vast number of detection mechanisms have been
proposed In the literature and this article [1] provides a
systematic review of ransomware countermeasures
ranging from deployment through to payment via
cryptocurrency. For proof of concept | used a WannaCry
sample. To detect this, | use Splunk Enterprise to collect
the events that Sysmon sends to the server. After
collecting the events, we can identify malicious or
anomalous activity and understand how Intruders and
malware operate on the network.

This research topic became of interest to me over my
summer internship at JPL as a Cybersecurity Analyst. JPL
IS a research and development lab, federally funded by
NASA, and managed by Caltech. They taught me how to
use Sysmon and Splunk, to monitor their networks for any
anomalies. My main objective while there was to find a
solution to create alerts using the Sysmon data to better
monitor windows systems.

The main problem these days Is that attackers use packers
and obfuscation techniques to evade detection.
Furthermore, antivirus products take more than 8 days to
analyze new threats and add them to their definition files
[3]. This Is bad news, especially If analysts leave the
antivirus solutions to do the job.

| started using a Windows machine which had 2 virtual
machines. One was an unsecured windows 10 OS and the
other one was a Linux Ubuntu OS which had the Splunk
framework installed.
Splunk iIs a tool for log management and analysis that Is
used for searching, monitoring, visualizing, and analyzing
machine data In a real-time basis. Additionally, the
Information coming In from its forwarders can be used to
create dashboards, graphs, alerts, and reports [6]. Sysmon
on the other hand, is a windows system service and driver
that monitors and logs system activity to the windows
event log [5]. Because we are working with a live
malware sample, | had to secure the lab.

| did this by limiting file swapping between virtual

machines.

Using a third party anti-virus software on the host.

Having windows defender alongside the anti-virus on

the host.

Updated the host to the latest patches.

Limited network access to the host.

Set-up a private network between the virtual machines.

| disabled the SMB port on the Ubuntu virtual machine

since WannaCry uses that port to propagate.

After downloading the malware sample, | used a pen

drive to transfer it directly to the windows virtual

machine.
When the execution file was run, it unloaded its files as in
Figure 1. In this figure we can also see that the malware
changed the desktop background to let the user know it
has been infected.
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Next, the WannaDecryptor 2.0 window Is shown In Figure
2 which gives information about payment. If the ransom
IS not paid before the first timer expires, the ransom
doubles. After the second timer expires, the files become
unrecoverable.

Qoops, your files have been encrypted!

What Happened to My Computer?

Your Important flies are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover yvour flles, but do not waste vour time. Nobody can recover vour flles without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not 50 enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But If you want to decrypt all yvour flles, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if vou don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.
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Your files will be lost on

B o . =8 How Do I Pay?

UHNE2 WSR2t Payment is accepted in Bitcoin only. For more Information, click <About bitcoln>.
Please check the current price of Bitcoin and bay some bitcoins. For more information,
click <How to buy bitcolns>,

And send the correct amount to the address specified in this window.,

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am
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Send $300 worth of bitcoin to this address
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With Sysmon we can know what happened to our system
and with Splunk we can see it. In the case of a
ransomware, we want to look for a Sysmon event which
creates files In a short amount of time. Using some
Splunk queries we can be as specific as needed. The
search result shows suspicious activity on the last file.
his Is the WannaCry ransomware at work.

source="XmlWinEventLog:Microsoft-Windows-Sysmon/Operational"
[search source="XmlWinEventLog:Microsoft-Windows-Sysmon/Operational" EventDescription="File Create Time"
| strea window ipti

| search file_create»1 | fields + Image]

| st

ats last(Image) as File by SHA256, _time, ParentCommandLine
~/ 633 events (before 2/3/22 224258000 PM)  No Event Sampling *

vents (633) Patterns Statistics (10)  Visualization

100 PerPage*  /Format  Preview

SHA256 < £ _time = ParentCommandLine = 4 Fles
TACO8140716420569FDB994BDEDF 718FCT9747408FB584404B902A6DBIB248F9  2021-09-27 13:43:40 C:\Windows\system32\userinit.exe C:\Windows\explorer.exe
TAC081A0716420569FDAI94B0EDF T18FCTI747408FB584404B902A60B9B248F9  2022-01-11 15:59:25 serinit. exe C:\Windows\explorer. exe

TACO81ADT1642D569FDO394BDEDF T18FC79747408F B584404B902AGDBIB248F 9 2022-01-11 16:06:05 svchost.ere B
DcomLaunch -p

TACO81A0716420569FD994BDEDF 718FCT9747408FB5844048902A6DB96248F9  2022-01-11 17:04:25 C:\Windows\system32\userinit.exe C:\Windows\explorer.exe
TACO31A0716420569FD8994BD6DF 718FCT9747408FB584404B902A6DB9B248F9  2022-01-12 12:24:23 userinit.exe C:\Windows\explorer. exe
TACA81A0716420569FDB994BDEDF 718FCT9747408FB584404B902A6DBIB248F9  2022-01-12 12:45:49 :\Windo userinit.exe C:\Windows\explorer.exe
TAC0814071642D569FD0994BD6DF 718FC79747408FB584404B902A60B9B248F9  2022-01-12 13:11:10 :\Windo userinit.exe C:\Windows\explorer. exe
TAC081A0716420569FDA994BD6DF 718FCT9747408FB534404B902460B9B6248F9  2022-01-18 11:50:50 :\Windo! serinit.exe C:\Windows\explorer. exe

TACO81A0716420569FDA994B0EDF T18FCT9747408FB584404B902A60B9B248F9  2022-01-18 12:05:06 :\Windo temi2\svchost.exe -k C:\Windows\explorer.exe

EDO1EBFBCIEBSBBEAS4SAF4D01BFSF1071661840430439CAESBABESEQROE4TAA  2022-01-18 12:14: 40 C:\Windows\Explorer.EXE C:\Users\Worker_2\AppData\Local\Temp\Temp!_Ransomware.WannaCry. zip

\ed@1ebfbcIebsbbeasdsaf 4d01bf5f1071661840480439c6e5habeledB0e41aa. exe

With these results we can create a report for the next part
In Incident response and have our teams further
Investigate. This Is Important because malware can go
undetected In our networks for long periods of time when
finally, the attacker decides to execute. Figure 3 better
represents how the malware created new files in a short
amount of time.
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The results indicated that the combination of Splunk and
Sysmon Indeed helps In detecting malware from the first
Instance of iInfection. Furthermore, It gives wealth of
Information which can be narrowed down from where the
Infection first started and how much the infection has
spread. With the help of Sysmon Event IDs, security
teams can reduce any search query to fit the on-going
projects, add them to a dashboard for easy access, and
create an alert for the next step. The next step would
Involve the Incident response team using all this
Information to remove the threat.

The project was successful in detecting the ransomware
sample with the process responsible of creating a lot of
files in a short amount of time. The detection method is
best used with other similar software like Splunk, the
Important part Is to be able to effectively parse Sysmon
logs to get a full understanding of the network. Additional
parameters can be used to filter put normal activity and
have greater visibility. Future research can also use
whitelists to add the hash of known processes and use this
same hash to compare it against a database like VirusTotal
[9]. If attackers try to disguise their malware via common
windows processes, security teams will be immediately
alerted by it. Moreover, lateral movement attacks inside
the network can be investigated and can also test whether
this method works with other strains of WannaCry or any
other ransomware.

This research Is based upon work done in my Internship at
the Jet Propulsion Lab and is supported by the National
Science Foundation (NSF) through their Scholarship for
Service Award (SFS).
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