Preparation and Delivery of Material for Special Topics
in Information Assurance Courses at an Undergraduate

Steven D. Bennett

Master in Computer Science
Jeffrey Duffany, Ph.D.
Electrical & Computer
Engineering and Computer
Science Department
Polytechnic University

of Puerto Rico

Abstract - [ produced coursework for
the undergraduate course Penetration
Testing and the graduate course Re-
verse Engineering. The Spring 2017
trimester was the first time that either
of the courses had been given. This pre-
sented a challenge in the need to domi-
nate the material beforehand, to divide
topics in a way that would facilitate
the introduction of more complex ma-
terial, and finally to present the infor-
mation in an organized manner that
will allow the students to digest and
comprehend it. As both classes pro-
gressed, there was a continual need for
change and adaption to the students’
progression of understanding. Some of
the course material needed extending
while others were quickly dominated.
What was most noticeable and the best
approach, was providing the students
with hands-on exercises to be comple-
ted in class, and ensuring that they had
all the tools necessary to accomplish it.
Active learning and engaging exerci-
ses were the keys to success. For the
Penetration Testing course, the Natio-
nal Cyber League competition was an
invaluable resource.

Introduction
Cybersecurity is a growing

and Graduate level

field with a high demand for em-
ployment. Though there are many
with technical backgrounds and
degrees in computer science or
computer engineering, the major
problem with these individuals
is their lack of experience related
to security [1] and its real world
application. My project has been
centered on taking part in the de-
sign and implementation of two
courses in an initiative for advan-
cing cybersecurity education and
producing qualified students.

There are two courses that I
have worked on for this project:
Penetration Testing and Re-

Course Background

The courses were given at the
Polytechnic University of Puerto
Rico during the Spring 2017 tri-
mester. The course names with
their respective number of enro-
lled students can be seen in Table
1 below. Also note that Special To-
pics require that each department
have their own section. That’s
why the Penetration Testing cour-
se was divided between compu-
ter engineering (COE) and Com-
puter Science (CS), instead of
lumping them together as CECS,
but they both ran concurrently.

Next I'm going to provide a

verse Engineering. Both cour-

Course No.

Enrolled
students

Course Title

ses require that the students
acquire practical knowledge

CS 4990H

Special Topic in Cybersecurity: 3
Penetration Testing

and understand the theory be-

COE 4990H

Special Topic in Cybersecurity: 3
Penetration Testing

hind the applied practice. That

CECS 6824A

Special Topic in ITMIA: 11
Reverse Engineering

balance between theory and
practice needs to not only be
even, but also intertwined. The
approach that will be seen throug-
hout the project is too incorporate
as much active learning as possi-
ble, and to abstain from passive
learning, as it doesn’t yield a high
percentage of remembrance, and
lacks the practice that a qualified
individual would need in a career
requiring technical experience.

A teaching method that has
been adapted is the use of capture
the flag exercises. All aspects that I
have worked on uses these types
of exercises. This includes the deli-
very of theory, discussing concepts,
class practice and homework.

Table 1 - Course Information

brief description on both of the
courses and what is the National
Cyberleague. There will tend to
be a larger emphasis on the Pene-
tration Course, as I designed most
of the course program, including
the syllabus, and gave half the
course under the supervision of
my mentor and the courses desig-
nated professor, Jeffrey Duffany.

Penetration Testing

Penetration testing is a pro-
cess for finding exploitations, and
also a subset of ethical hacking.
Throughout the course, the stu-
dents will be introduced to the
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different steps of penetration tes-
ting, and how it ties in with the
exercises they are completing. Ta-
ble 2 is a list of all the topics dis-
cussed and the number of days
that were given to each. There are
24 days in a trimester, but only 18
were used for teaching new mate-
rial, the additional 6 days are for
exams, reviewing challenges from
the competition that were com-
plex, or to make space in case of
unforeseen events that may delay
or cancel a day of class.

Topic No. of days

Course introduction
Secure Shell (SSH)
Cryptography
Password cracking

Steganography
Network Analysis

Log Analysis

Social Engineering
Buffer Overflow
Reverse Engineering
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Table 2 - Penetration Testing Course Topics

The penetration Testing cour-
se, or pen testing for short, is a
course I proposed to the Polyte-
chnic University of Puerto Rico
as a special Topic. The objective
is to incorporate the National Cy-
ber League into a classroom. Stu-
dents are given the opportunity to
practice pen testing techniques in
class, and are then submitted into
competitions that run parallel to
the course. These competitions
will bring critical thinking and
teamwork skills.

Reverse Engineering

Reverse Engineering in terms
of software is the analysis of un-
documented machine language
code, to learn more about how it
functions [2]. The techniques used
can be for legitimate reasons, such
as analyzing malware or adding
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interoperability. It is also vastly
used to circumvent copyright
protection mechanisms and for
finding vulnerabilities.

The way this course is to be
taught is through the exposure
of different tools and techniques
throughout the trimester. Provi-
ding the students with a breadth
of knowledge that will increase
their overall understand of rever-
sing. I worked on partial of the
material, including the following
topics:

e Assembly recap

e PEanalysis

¢  Debugging

e Disassembly

National Cyber League

The National Cyber League
(NCL) [3] is an organization that
offers a biyearly cybersecurity
competition aimed at college stu-
dents of any skill level. Prior to
the competition starting there are
some virtual environments provi-
ded to every competitor to prac-
tice cybersecurity exercises aimed
at teaching necessary skills for the
Security + and EC-Council Certi-
fied Ethical Hacker certificates.

Each competition period is
known as a season, and contain
three competitions. The Fall sea-
son is the first one in the school
year, and takes place from Nov-
ember to December. The Spring
season is second, and takes place
in April. Due to how the trimes-
ters at the PUPR are broken up,
the Penetration Testing course
will only be able to take advan-
tage of the NCL resources during
the April season. At the end of
every competition, the teachers
are sent a report with the results of
how each student performed, in-
cluding what their accuracy was
in answering challenges.

Teaching Metholodogy

Creating the course material
is half the battle, the other half
is presenting it in a manner that
the students can most effectively
learn it. Whether it’s the Penetra-
tion Testing course or the Reverse
Engineering course, my methods
for lecturing and demonstration
were identical.

Any lectures I gave, had to be
through the use of demonstra-
tions. It is imperative to me that
the students are provided resou-
rces and instructions so that they
may follow along, practice in their
spare time and duplicate any re-
sults. Both courses are special to-
pics and advanced, and as such
there is the understanding that
the students have the pre-requi-
sites necessary, minimizing the
need for detailing basic theory.

All exercises given were dis-
cussed in a conversational man-
ner. Students were free to state
their questions and doubts, and
help was provided in a collabora-
tive manner between the students
and the teacher. Particularly in the
Penetration Testing course, whe-
re teamwork was encouraged, so
were leadership skills between the
students to help others and work
together to accomplish challenges.

Penetration Testing Course
Material

Due to the course being new
and the extensive number of to-
pics to cover, I taught only half
the course, and then received help
from a colleague on the other half.
On the halfI did not directly work
on, I did provide references, cons-
tructive criticism, assisted in the
supervision of its course material,
in some instances I co-taught and I
ultimately provided feedback and
documented the material. For this



section though, I'm only going to
focus directly on the material that
I personally worked on.

Course Introduction

The first day of class is an intro-
duction to the course. This is the
day that most heavily concentra-
ted on what Penetration Testing
is. I described and reviewed the
different steps that compose it, as
seen in Table 3. Also because the
PUPR has a course in ethical ha-
cking, the contrast between the
two subjects and courses are ex-
plained. Lastly the National Cy-
ber League is discussed and how
everyone would be evaluated.

At the end of the day the stu-

Pre-engagement interactions

Intelligence gathering

Threat modeling

Vulnerability analysis

Exploitation

Post Exploitation

Reporting

Table 3 - Penetration Testing Steps

dents are advised on three diffe-
rent methods for installing Kali
Linux, the preferred operating
system to complete this course
and the competitions.

Secure Shell

The history of Telnet is explai-
ned along with its different appli-
cable uses. Afterwards its securi-
ties flaws are discussed and how
it led to the creation of its succes-
sor the secure shell. Example uses
of Telnet are done in class, and re-
ferences to accessible websites are
passed out.

The secure shell protocol is de-
tailed to the students, and a heavy
concentration is given to its secu-
rity aspects. For the remainder of

this class, the students practice
using secure shell on their first
capture the flag exercises. The first
few I explain the rest are left up to
the student.

Some students at this point
may not have Kali Linux yet, this
is an opportunity to work with
those students so that they may
install it. Alternatives such as
Putty and Cygwin for Windows
were not left as an option, as Kali
has many tools that are not Win-
dows compatible and will be nee-
ded in future courses.

Another caveat is that permis-
sion to open port 22 for course
will be required. Upon not having
the port 22 available, the students
will not be able to leave the uni-
versities network to access the
capture the flag exercises. The
option available would have been
to practice remote connection bet-
ween students, but it didn’t come
down to that.

Hashes

The concept of hashing is tho-
roughly explained, including its
relationship with encryption. The
process of creating digital signatu-
res by adding hashing to encryp-
tions schemes was discussed, the
importance of integrity and the
different ways that it can be found
employed today with the use of
passwords.

Emphasis is given on the di-
fferent hashing algorithms, the
security flaws found in certain
algorithms still used today, and
the different methods of attacking
them. The attacks reviewed inclu-
de brute force, dictionary, precom-
puted look up tables and rainbow
tables. The first of two classes on
hashes ends with a discussion
on rainbow tables [4] and how to

effectively use salt to thwart these
attacks.

For the second class, tools dedi-
cated to password cracking were
introduced. These tools include
John the Ripper, Hashcat and
Ophcrack. Students are provided
with a series of folders, each with
a list of hashes and instruction on
how to create a wordlist in John
the Ripper, to crack the hash. Stu-
dents were free to use any tools
and any resources, but encoura-
ged to learn well one specific tool
that they can quickly refer to du-
ring a competition.

Steganography

For this topic I had an open
conversation with the class about
how they could hide something
within some innocuous medium.
Once they understood the concept
of steganography, how it provides
security through obscurity and its
differences with encryption, a co-
lleague then discussed a couple of
steganography methods used to-
day in computers. I reviewed the
Least Significant Bit method with
the students, explaining why it
can be difficult to detect and what
the most effective ways are. For
the remainder of the class, the stu-
dents learned command line ste-
ganography tools, and worked on
exercises where they had to find
files or images that were hiding
within other files or images.

Social Engineering

The social engineering aspect
was reviewed to show the stu-
dents how it can be used during
the intelligence gathering phase
of penetration testing. Phishing
and vishing techniques were dis-
cussed in depth. A look into how
the pre-engagement interactions
step was also discussed, to see
what the limitations were of a pen
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tester, as ultimately some of his
actions may be illegal. A penetra-
tion tester will need an agreement
before performing any services on
or off site, so thatlater they will not
be prosecuted, and this includes
falsification of documents, recor-
ding conversation in a two party
consent State, impersonation and
many overlooked skills that can
go as far as dumpster diving and
gaining unauthorized entry to a
premises through piggybacking
or even lock picking.

After all the above was re-
viewed, no practical exercises
were given out. The Social Engi-
neering Toolkit was introduced
as multi-tool for different social
engineering phishing and vishing
attacks. From the beginning of
class there was a set of lock picks
and locks going around for the
students to casually get the feel of
what's like. Lastly students were
introduced to the Social Enginee-
ring Capture the Flag (SECTF) [5]
event held yearly in Defcon, and
the results of the previous year’s
challenge was given out as an
example of the different type of
information that can be collected
through open source intelligence
gathering and social engineering
attacks.

Reverse Engineering

Capture the Flag events incor-
porate a multitude of different cy-
bersecurity skills, including those
needed for reverse engineering.
With a limitation of two days on
such a complex topic, the topics
chosen were very focused. The
first day included a list of most
commonly used instructions, the
different types of jump instruc-
tions, and a look at the registers.

For the second class, a debu-
gger called Immunity Debugger
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was presented and the interface
was thoroughly explained. The
students took advantage of most
of the class to work their way
around an executable and find
out how they can bypass and/
or make changes to the assembly
code. The exercise simulated the
requirement of a password, and
taught them how to jump over
assembly code that one doesn’t
want to execute, or how to simply
change the assembly to execute
example what one wants.

Homework and Tests

I wanted the homework to be
related to penetration testing, cap-
ture the flag and being current
on security breaches. With those
three requirements in mind, two
assignments were created. For the
first assignment the students had
to periodically write a report on
recent security breaches and ex-
plain how the exploits took place.

The second homework was to
make a write up of capture the
flag exercises completed. A write
up consisted of showing the steps
that one took to complete the cha-
llenged. We can quickly see which
homework required research of
security breaches and which one
incorporated capture the flag
events. But both assignments tar-
geted documentation, because
it's important that a penetration
tester be able to communicate his
results, and that takes practice. It
is said that if a pen tester who can-
not communicate how he exploi-
ted a system, an organization can-
not effectively defend against it.

The exams for the course came
in the form of multiple choice
questions and very basic capture
the flag exercises that could be
solved with pen and paper. The
objective of the exam was that it

would have been easily comple-
ted by a student who attended
every class and participated in the
competitions without cheating.

Reverse Engineering Course
Material

This course was given by the
professor Jeffrey Duffany, my
involvement was to assist in the
creation of material for the stu-
dents. The professor was in con-
trol of the course, and my job was
to ensure there was material for its
objectives to be met. The following
are the different topics I covered
and their respective exercises.

Assembly Recap

Reverse engineering requires
knowledge of low level languages
such as assembly. For the opening
of the course, I created a work-
book that goes over the basics of
x86 assembly language. The en-
tire workbook was designed to
be answered using Intel® 64 and
IA-32 architectures software de-
veloper manuals [6]. Because the
central processing unit or the ope-
rating system don’t speak in base
10, the first part covered base con-
version, and two’s compliment.
The second part included the 8
general registers, the instruction
pointer register and the FLAGS
register, and their different sizes
and what type of data they store.
The third part covered some of the
most common instructions used
in assembly. The fourth focused
on when flag values changed. The
fifth section covered the different
types of jump, and the final part
was made up of exercises that tes-
ted everything learning together.

PE Analysis

Portable executables can tell
a lot about themselves without
having to use any disassembly
or debugging tools. For this class



exercise the students are provided
with an executable and using a
hex dump the student analyzes
the headers to find information
such as how to tell if it's a PE or an
ELF file, and if it's an x86 or x64
executable. Other data that can
be extracted includes the names
of the dynamic linked libraries,
strings and the description of the
executable. For this exercise the
student can also use PE viewing
tools that gathers all the pre-
viously mentioned information
and sorts it in a more organized
manner.

The second part of this exercise
is that the students are given the
same executable, but this one has
been obfuscated. The goal is to
compare both of the hex dumps
for signs of compression, or mis-
sing data that was previously vi-
sible.

Debugging

Debugging is a form of dyna-
mic analysis where the executa-
ble is ran and its behavior is ob-
served. Because you're running
code, there’s always the chance of
triggering malware, so it is recom-
mended to do any debugging in a
controlled environment, like a vir-
tual machine. For this exercise the
students are given an executable
that instantly tell you that your
evaluation period is over, and will
then ask for key. To complete it,

you would have to bypass the li-
cense requirement by controlling
whether or not a jump would oc-
cur and then patching the execu-
table. The purpose of this exercise
is to introduce Immunity debu-
gger [7] to the students and get
them used to the interface.

There is a second debugging
exercise using the same executa-
ble. This time the students would
have to learn about the windows
application programming inter-
face to understand the code, and
without altering any of the assem-
bly code, find out which is the li-
cense required.

Disassembler

Disassemblers are used for sta-
tic analysis. During static analysis
no code is executed, instead it's
simply translated from machine
language to assembly language to
be analyzed. This exercise can be
completed with the free version
or the demo version of IDA Pro.
The students will be introduced
to the interface of IDA, have the
opportunity to explore the envi-
ronment, and practice. Disassem-
bling x86 executables. Their objec-
tive is learn to analyze and trace
through an executable, without
the help of a debugger.

The exercise is known as a Ke-
ygenMe, where there’s an execu-
table that takes as input a serial
number, but it's not a static serial

number and it can change based
on the user. The students will need
to read the assembly code and use
the features of IDA to assist in fin-
ding out how the serial numbers
are generated. Afterwards they
will need to write a key genera-
tor in a high-level language. The
key generator will ask the user for
their name and will output the
corresponding serial key that ne-
eds to function in the KeygenMe
exercise.

Conclusion

All the course material is edu-
cational and reusable for future
classes. There were several diffi-
culties encountered, the first was
that the courses were never given
before. Because it was the first
time, there was a need for domi-
nating the material and being able
to provide backup material at the
last moment. The second was
gaging the students experience
to not underwork or overwork
them, while ensuring that the ma-
terial was sufficient to cover that
day’s class.

All exercises and references
used in class have been documen-
ted and provided to my mentor.
The penetration testing course
now has sufficient material for
it to be given in the future. The
reverse engineering course now
has supplemental material in the
event of it also being given again.
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