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The Zed Attack Proxy is a well-known and popular 

assessment tool in the cybersecurity community. The Open 

Web Application Security Project community offers, 

develops, and maintains the Zed Attack Proxy. The Open 

Web Application Security Project community also publishes 

the top ten security risks faced by web applications. Paired 

with the Zed Attack Proxy, The Open Web Application 

Security Project’s top 10 security risks publication, serves 

as a baseline for security professionals assessing the 

security compliance of web applications. This study aims to 

evaluate the effectiveness and efficiency of the Open Web 

Application Security Project’s Zed Attack Proxy tool against 

real world production web applications and vulnerable by 

design penetration labs web applications.

Open Web Application Security Project provides the Zed 

Attack Proxy tool. To assess Zed Attack Proxy's 

capabilities, various scans of web applications were 

performed to demonstrate Zed Attack Proxy’s 

functionality and capability assessing the Open Web 

Application Security Project’s top ten security risks.

ZAP Proxy and OWASP Top 10

Abstract 

Introduction

A survey published in 2020 states that in 120 countries 

and territories 69% of the participants chose Burpsuite 

as a security assessment tool, leaving Zed Attack Proxy 

in fourth place with 25% popularity. This study aims to 

assess the usability, efficiency and effectiveness of Zed 

Attack Proxy as a security assessment tool. And to find 

the reason for the 64% difference in popularity for the 

tools.

Background

To evaluate the capabilities of the assessment tools, 

pentesting vulnerable web applications were scanned. 

These web applications are purposedly designed to 

present flaws like SQL Injection, Broken Authentication, 

Cross Site Scripting (XSS) among others. Resources 

like PortSwigger’s Web Security Academy, Zed Attack 

Proxy in Ten, and Open Web Application Security 

Project Web Security Testing Guide 4.2 were used as 

validation reference.

Methodology

For profit security assessment tools for web applications 

aim to provide ease of use, effective functionality, and 

accurate reporting. If a paid for tool is mature, it can 

even go as far as to provide the ability to perform 

advanced assessments using functions like automation 

for example. Security assessment software, still 

requires knowledge and skillset considered intermediate 

to advanced. Is Zed Attack Proxy capable of 

successfully meeting the needs of a security 

practitioner? Is there a handicap in Zed Attack Proxy 

that justifies monetary investment in a proprietary tool?

Problem Results

The following tables show results by website name, 

vulnerability and Common Weakness and Enumeration 

category. The CWE code can be used to obtain details of 

the discovery. For Table 1, only the results that matched 

from scans performed by both tools are listed. The results 

shown by vulnerable by design bWApp, DVWApp, 

Mutillidae II and WebGoat were expected.

Scans performed with Zed Attack Proxy (Table 2) show 

individual results that were not discovered by BurpSuite.

BurpSuite reported vulnerabilities (Table 3) that were 

not discovered by Zed Attack Proxy during scans.

Conclusion

Burp Suite may enjoy more popularity among seasoned 

cybersecurity professionals for its advanced tools and 

granularity, but it comes at a cost. Two of the most useful 

tools required by every security practitioner, an automated 

scanner and reporting capabilities are only available on 

Burp Suite Professional and Enterprise which require an 

annual paid subscription from the user. BurpSuite’s user 

interface requires understanding of PortSwigger’s view of 

how a security assessment of a web application should be 

performed. The analysis of Zed Attack Proxy show that the 

tool is very well suited as an everyday tool for novice to 

advanced security practitioners. The tool bundles all the 

functionality and reporting needed out of the box allowing 

for a thorough assessment of a web application’s security 

scorecard. The support from the open-source developers 

community provides some guarantee that the tool will be 

continuously updated. For comprehensive web application 

security testing, and based on the study findings, it is 

recommended to use both Zed Attack Proxy and Burp Suite 

as each tool uncovers unique vulnerabilities the other might 

miss. 

Future Work
How efficient is the automation feature offered by Zed 

Attack Proxy. Is Zed Attack Proxy as effective through 

automation as it is in standalone use. How does 

performance scale through the leverage of container 

technologies used by the automation feature. In terms of 

cloud computing, could it possible to scale out or up 

through automation. If true, why this capability does not 

add to Zed Attack Proxy’s popularity?
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