
This Project is focused directly on the design of a Framework

based on the join of the most important systems Cybersecurity and

Forensic Analysis to avoid attacks in regulated industries and if we

were already attacked, we know how to solve them. The

technology has been evolved in an advanced way in the last ten

years and along with this, there is the evolution of cyber-attacks.

During this Project we will be able to appraise the important

concepts within the good practices in the industry and see an

incorporation of these in a Framework that unites the cyber-

industry and the Forensic analysis, so that the use of this format

can facilitate the industry incorporate their methodologies without

them being affected.

Incorporating the data and

documenting in the Framework

Selecting each one of the elements this

directs us to the data base for each

element. This is where you can

incorporate the reports and documents.

When we talk about Computer Forensics we can understand that it

is related to an event that occurred or a crime committed where a

device or computer system is involved. But what happens if this is

entirely related to a regulated industry company? We know there

are some differences between what Cybersecurity and Computer

Forensics is, but when we see it closely we know their

relationship.

Computer forensics is the practice of collecting, analyzing and 

reporting on digital data in a way that is legally admissible. It can 

be used in the detection and prevention of crime and in any 

dispute where evidence is stored digitally. More recently, 

Regulated Industries have used computer forensics to their benefit 

in a variety of cases.

Cybersecurity is the protection of internet-connected systems, 

including hardware, software and data, from cyberattacks. In a 

computing context, security comprises cybersecurity and physical 

security both are used by enterprises to protect against 

unauthorized access to data centers and other computerized 

systems. 

Cybercriminals are adopting new strategies to launch cyberattacks

within modified and ever-changing digital ecosystems. In a

regulated industry IT Security field, there are a lot of

technological aspects, such as access control, biometrics,

encryption, network security, security algorithm, etc. A set of

fundamental principles come from the ISO 27000 standards. IT

bases its security on these principles, but a framework that can

include aspects of the regulated industry and strengthen

cybersecurity is proposed in this project.

Framework Design

The Design of this Framework takes as reference the NIST

Cybersecurity Framework.[1]

The typical IT Infrastructure

Seven Domains of IT Infrastructure can be found in a typical

scenario. [2] These domains are not directly presented in the

proposed Framework, but we can say that they are present within

it.
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After making this framework part of the cybersecurity culture, it is

important to maintain the continuous improvement and continue

implementing updates as the technology changes.
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Presenting the design

A Regulated Industry can use the Framework as a key part of its

systematic process for identifying, assessing, and managing

cybersecurity risk. The regulated Industry has his own gestion

system and his process as the Quality compliance and the

manufacturing process and procedures. The Framework is not

designed to replace existing processes; an organization can use its

current process and overlay it onto the Framework to determine

gaps in its current cybersecurity risk approach and develop a

roadmap to improvement.

  

Function Category Subcategory

Physical devices and systems within the organization are inventoried

Software platforms and applications within the organization are inventoried

Organizational communication and data flows are mapped

External information systems are catalogued

Resources (e.g., hardware, devices, data, and software) are prioritized based on their classification, criticality, and business 

value 

Cybersecurity roles and responsibilities for the entire workforce and third-party stakeholders (e.g., suppliers, customers, 

partners) are established

The organization’s role in the supply chain is identified and communicated

The organization’s place in critical infrastructure and its industry sector is identified and communicated

Priorities for organizational mission, objectives, and activities are established and communicated

Dependencies and critical functions for delivery of critical services are established

Resilience requirements to support delivery of critical services are established

Organizational information security policy is established

Information security roles & responsibilities are coordinated and aligned with internal roles and external partners

Legal and regulatory requirements regarding cybersecurity, including privacy and civil liberties obligations, are understood 

and managed

Governance and risk management processes address cybersecurity risks

Asset vulnerabilities are identified and documented

Threat and vulnerability information is received from information sharing forums and sources

Threats, both internal and external, are identified and documented

Potential business impacts and likelihoods are identified

Threats, vulnerabilities, likelihoods, and impacts are used to determine risk

Risk responses are identified and prioritized

Risk management processes are established, managed, and agreed to by organizational stakeholders

Organizational risk tolerance is determined and clearly expressed

The organization’s determination of risk tolerance is informed by its role in critical infrastructure and sector specific risk 

analysis

Identities and credentials are managed for authorized devices and users

Physical access to assets is managed and protected

Remote access is managed

Access permissions are managed, incorporating the principles of least privilege and separation of duties

Network integrity is protected, incorporating network segregation where appropriate

All users are informed and trained 

Privileged users understand roles & responsibilities 

Third-party stakeholders (e.g., suppliers, customers, partners) understand roles & responsibilities 

Senior executives understand roles & responsibilities 

Physical and information security personnel understand roles & responsibilities 

Data-at-rest is protected

Data-in-transit is protected

Assets are formally managed throughout removal, transfers, and disposition

Adequate capacity to ensure availability is maintained

Protections against data leaks are implemented

Integrity checking mechanisms are used to verify software, firmware, and information integrity

The development and testing environment(s) are separate from the production environment

A baseline configuration of information technology/industrial control systems is created and maintained

A System Development Life Cycle to manage systems is implemented

Configuration change control processes are in place

Backups of information are conducted, maintained, and tested periodically

Policy and regulations regarding the physical operating environment for organizational assets are met

Data is destroyed according to policy

Protection processes are continuously improved

Effectiveness of protection technologies is shared with appropriate parties

Response plans (Incident Response and Business Continuity) and recovery plans (Incident Recovery and Disaster Recovery) 

are in place and managed

Response and recovery plans are tested

Cybersecurity is included in human resources practices (e.g., deprovisioning, personnel screening)

A vulnerability management plan is developed and implemented

Maintenance and repair of organizational assets is performed and logged in a timely manner, with approved and controlled 

tools

Remote maintenance of organizational assets is approved, logged, and performed in a manner that prevents unauthorized 

access

Audit/log records are determined, documented, implemented, and reviewed in accordance with policy

Removable media is protected and its use restricted according to policy

Access to systems and assets is controlled, incorporating the principle of least functionality

Communications and control networks are protected

A baseline of network operations and expected data flows for users and systems is established and managed

Detected events are analyzed to understand attack targets and methods

Event data are aggregated and correlated from multiple sources and sensors Identification Preservation Collection Examination Analysis Presentation

Impact of events is determined

Incident alert thresholds are established

The network is monitored to detect potential cybersecurity events

The physical environment is monitored to detect potential cybersecurity events

Personnel activity is monitored to detect potential cybersecurity events

Malicious code is detected

Unauthorized mobile code is detected

External service provider activity is monitored to detect potential cybersecurity events

Monitoring for unauthorized personnel, connections, devices, and software is performed

Vulnerability scans are performed

Roles and responsibilities for detection are well defined to ensure accountability

Detection activities comply with all applicable requirements

Detection processes are tested

Event detection information is communicated to appropriate parties

Detection processes are continuously improved

Response Planning (RS.RP) Response plan is executed during or after an event

Personnel know their roles and order of operations when a response is needed

Events are reported consistent with established criteria

Information is shared consistent with response plans

Coordination with stakeholders occurs consistent with response plans

Voluntary information sharing occurs with external stakeholders to achieve broader cybersecurity situational awareness 

Notifications from detection systems are investigated 

The impact of the incident is understood

 Forensics are performed

Incidents are categorized consistent with response plans

Incidents are contained

Incidents are mitigated

Newly identified vulnerabilities are mitigated or documented as accepted risks

Response plans incorporate lessons learned

Response strategies are updated

Recovery Planning Recovery plan is executed during or after an event

Recovery plans incorporate lessons learned

Recovery strategies are updated

Public relations are managed

Reputation after an event is repaired

Recovery activities are communicated to internal stakeholders and executive and management teams

Governance 

Risk Assessment

Risk Management Strategy
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PHASE : Improving Cybersecurity

PHASE 2: Applying the Forensic analysis 

inside the Framework if the case is detected.
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Table 1

Framework Process Model

Figure 2

Framework design for a Regulated Industry

 

Figure 1

Framework design for a Regulated Industry and The Seven Domains

Figure 3

IT security Levels for the selected Industry

And Selected Industry Actual Framework

 

Figure 4

Cyber Incident escalation Workflow 

of the Selected Industry

The choice to use a particular IT security framework can be driven

by multiple factors. The type of industry or compliance

requirements could be deciding factors. The ISO 27000 series that

is used for the Industry is the magnum opus of information

security frameworks with applicability in any industry, although

the implementation process is long and involved. However, it is

best used where the company needs to market information security

capabilities through the ISO 27000 certification, and this is the

case. This proposed Framework in this article also can be used by

any company and not necessarily a regulated industry to build a

technology-specific information security plan. Any of them will

help a security professional organize and manage an information

security program. The only bad choice among these frameworks is

not choosing any of them.

Testing with a Software

The use of software is very

favorable in these cases for the

handling of documents

according to the category

assigned within the Framework.

The software used is

NIST_CSF_Tool_1.0-WIN. This

software is created by NIST in

The software uses the database as a starting point and this gives us

the ability to navigate from the beginning with the chain of

elements. As you incorporate the elements you can navigate

through them. The Framework provides the required program

elements.

 

Figure 5

Startup window screen

 

Figure 6

Home screen

Testing the Framework 

To verify the efficiency and operation of this Framework, it was

put into practice in a normal regulated environment and it was

decided to compare the current status with the new one, in this

case a regulated company was chosen as an example to analyze

this scenario.

In figure 8 we can see a representation of the IT current security

framework illustrated. The composition of the work segments

within the diagram indicates the areas to be reinforce.

Identify and Protect

In this area we will place the documentation related to our

Framework. It is important to take into account all the regulations

within the framework, even if they are not directly related to

cybersecurity as long as the Framework can be completely aligned

to the Industry.

Detect and Respond

In the case to this project, a forensic threat would not be allowed

for proves because of the regulation the industry, but we can signal

que the preparation of identifiers was initialization in our test, that

are: Identification, preservation, collection, examination, Analysis,

Presentation (recover).

Recover

As we indicated earlier, this scenario is always shown if we carry

a threat, or a vulnerability detected, otherwise this Framework

gives us the ability to maintain the continuous improvement as

provided by the cycle of best practices.

At the bottom of the Menu this shows us the area of informative

documents for this ISO regulated industry and the quality and

compliance documents can be incorporated as this can relate us to

cybersecurity.

After entering all the information obtained, this will save how the

information is recorded in the database using excel.

 

 

File Maker Pro and we can use it for the editing of our framework.

The analysis of this would facilitate the inclusion of the different

documents of the industry in a referential frame.

Figure 7

Selecting example

Figure 8

Informative Reference software screen

This will generate a table

in excel with most of the

framework addressed.

Now is the time when we

can complete our

Framework by completing

the Forensic Analysis

action and directing the

information to this

section. (See Table 1)
 

This more organized way shows us that at any point that is not

being monitored it is easy to detect any vulnerability. The

continuous way of carrying the Framework will facilitate the long-

term improvement due to changes in technology.

 

Figure 9

Save/Send Records example screen

Figure 10

Zoom of the forensic area in table 1


