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Abstract

No matter how expensive or how advanced the technology
inside your organization is, there is always going to be the
human factor. In this project I develop a program written in
C++ that will help not only IT professionals but also the
general public that use passwords to log in to their work
environment. This software will prompt the user to enter a
password and the program will then give the user a
password score while suggesting the user to add certain
ASCII characters to help strengthen their password and try
again, as well as displaying how many years it would take for
a super computer to crack the user's password. With 81% of
hacking-related breaches being generated because of stolen
and/or weak passwords, it is important for users to have a
well-constructed password to avoid being the target of a
criminal hacker.

Introduction

We are currently living in an era where technology is found in
every aspect of our lives. And with great advances comes
great responsibility. Wherever there are people working hard
to achieve their goals there will always be one other group of
people with a different goal in mind, ransack organizations
and individuals alike. These individuals will try to penetrate
your systems with the purpose of stealing your information
for their own personal use or to trade stolen information for
resources. These individuals are known as malicious hackers.
To defend off against these types of groups, individuals and
organizations alike will need to not only be highly trained
against emerging threats, yet they will need to acquire
certain tools and software that will help protect their
computer systems from the theft of information and data.

Guidelines

When running this software, it is important to know your
main goal. The main goal for the user executing this code is to
create a password string while modifying that existing
password by applying the suggestions the software displays.
When typing in the string, the analyzer will prompt the user
to enter a string with a minimum of eight characters, after
the eight characters or more string has been input, the user
will then hit enter to pass onto the next screen, which will
display suggestions on how that user can modify their
existing password to create an even stronger password.

This screen will then display a password score from a minimum of 0%
being the worst score up until a 100% which will be the highest score
possible. In addition to the password score, the Password Analyzer will
output to the user how many years it would take for that password to
be cracked using the worlds most sophisticated super computers.

Suggestions made to the User after Running the Password Analyzer

Methodology
In this project I discuss how a password analyzer can help all
organizations, from small companies to large corporations. The way this
password analyzer works is by first asking a user to enter a password
that has at least an eight-character length, if the length falls short then
it will prompt the user to re-enter his or her password once again. Once
the user enters a valid password string the program will then provide:
suggestions on how to edit your current password to make it an even
more secure one.

Distinct Possible Combinations for a Fixed String Length with
93 Unique Printable Characters in the ASCII Set

There are a total of 128 unique ASCII characters, yet only 95 are
printable characters. The amount of printable characters implemented
in my software will have a total of 93 unique printable ASCII characters.
These 93 characters are composed of the following: lower case letter
characters which contain a total of 26 unique characters, upper case
letter with a total of 26 unique characters, digit characters with a total
of 10 unique characters and special symbols which contain a total of 31
unique characters [1].

Code Written in C++ on How the Software Alerts the User 
to Modify Entered Password String

The first part of the formula to calculate how many years it would take
to successfully brute-force a password contains the following:
(93^(Password Length)) which will be the amount of unique characters
which is 93 elevated to the power of the password length. The number
three hundred fifty billion (350,000,000,000) which is the amount of
guesses the world’s fastest super computer can cycle each second [2].
The last segment of the formula (60*60*24*365) will consist in the
conversion from seconds to years where there are 60 seconds in a
minute, 60 minutes in an hour, 24 hours in a day and 365 days in one
year, that is a total of 31,536,000 seconds each year.

Formula to Calculate in Years, how much Time it Would Take to Successfully 
Brute-force a User's Password

Results and Discussion
After the Password Analyzer was complete and ready to begin testing
user's password strings, the software was put to action by selecting five
users at random, from low level cyber-security skills up until highly
trained specialists. I began to notice that just after the first attempt, the
users began to take the suggestions provided by the analyzer and after
running the software for the second time, 80% of the participant's
password’s strings became stronger. The code below displays how the
score for the password string is obtained. There was only one
participant that began strong with a score of 79% yet maintained a
constant score of 79% through their first through third attempt. There
was also an increase in 100% of the participants when comparing their
first attempt to their fifth and final attempt. We can observe on the
upcoming graph that all of the different user's password strings
increased in strength after reading and applying the Password
Analyzer's recommendations [3].

Results after Entering the User's Password Five Times 
while applying the recommendations

Conclusion
There has been an increase in cyber-security awareness
throughout the years inside companies and organizations as
well as general individuals [4]. With so many people acting and
applying defenses against cyber-attacks, the number of victims
all from large corporations to small industries will in fact be
more prepared and less likely to become a vulnerable pray.
Even with more and more entities absorbing knowledge and
inquiring cyber-security tools, malicious hackers will not stop,
yet they will continue to construct new and even more
sophisticated methods of penetrating your systems. Therefore
it is important to stay informed about any new and emerging
threats and vulnerabilities.
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The two main areas where this project can be expanded for
future work are for the following: general updates to the
software, while the other area would be implementing this
password analyzer to companies and organizations where
employees will be forced to obtain a score of 80% or above for
the systems to accept that users password string.


