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Abstract ⎯ The security field has been increasing 

in recent years. Smart devices have enabled people 

to monitor and be connected remotely to their 

homes.  Therefore, in the technology field, we must 

provide people with the knowledge to take full 

advantage of these devices while ensuring that their 

privacy has not been compromised or exposed. The 

challenge is to understand the responsibility of 

acquiring a security or monitor camera and the 

considerations we must keep in mind while 

installing and configuring a system. People are 

continually monitoring the wireless systems around 

us, searching specifically for admin accounts. If our 

camera system's configuration is the default one, 

we are putting our devices and privacy at risk.  The 

purpose of using our secure passwords for the 

admin accounts is to restrict the possibilities of 

people accessing our system without our 

authorization.  

Key Terms ⎯ admin accounts, smart devices, 

wireless, vulnerabilities 

INTRODUCTION 

The security field has been increasing in recent 

years. Smart devices or security and monitor 

systems have enabled people to monitor and be 

connected remotely to their homes at all the time. 

This connection means that these IP cameras and 

the associated devices are connected to a network. 

It is no secret that all devices connected to a 

network are at risk of being hacked; for this reason, 

Internet-connected cameras require special 

consideration regarding security and configuration. 

One way that security cameras are vulnerable to 

hacks is through a technique called credential 

stuffing, a cyberattack method in which attackers 

use the list of compromised user credentials to 

breach into a system. The attack uses bots for 

automation and scale, and is based on the 

assumption that many users reuse usernames and 

passwords across multiple services. [1] With this in 

mind, we must be aware that vulnerabilities are 

discovered daily. Calculating the level of critical 

risk will depend on how easily a vulnerability can 

be exploited and how the exploitation could impact 

the rest of the system. Nowadays, we have had the 

Mirai botnet attacks, which focus on the tendency 

to use a default password for all the devices, 

including web cameras, DVRs, routers, and others. 

It took advantage of insecure IoT devices by 

scanning the open Internet port and logging in with 

the default password. In reality, this practice doesn't 

require much knowledge for hackers to gain access 

to cameras to snoop around businesses, record 

videos, and even sell other parties access to 

cameras.  

In the technology field, we must provide the 

people with the knowledge to take full advantage of 

these devices while ensuring that their privacy has 

not been compromised or exposed. Hackers are 

continually monitoring the wireless systems around 

us, searching specifically for admin accounts. If our 

camera system's configuration is the default one, 

we are putting our devices and privacy at risk. The 

purpose of using our secure passwords for the 

admin accounts is to restrict the possibilities of 

people accessing our system without our 

authorization. 

BACKGROUND 

The reason for this research topic as a design 

project is that, in light of the high mount of 

burglary cases due to the pandemic, I decided to 

install security cameras at my home. In the 

decision-making process, I researched and 

compared the most recognized security systems in 

Puerto Rico and what they offer, and even security 

cameras sold in stores that can be self-installed. At 



this time, I noticed people preferred store-bought, 

self-installed cameras. They discarded security 

provider companies because most of them require 

two- or three-year contracts with a monthly 

monitoring membership.  

Verifying the security company's devices, they 

found a famous vulnerability in their most-used 

DVRs. The use of a predefined password to access 

their home cameras created a serious vulnerability 

in which the privacy of the customer was exposed. 

In the case of home security cameras, the regular 

consumer is not aware of the appropriate 

configuration for their system, and they usually 

leave the cameras unprotected or with default 

passwords, creating vulnerabilities for their system. 

This research topic aims to verify the level of 

security of the DVR of the security provider and 

compare other cameras that are more accessible to 

people. 

PROBLEM 

As mentioned before, security systems have 

enabled us to monitor and be connected remotely to 

our homes at all time. People are buying and 

installing these devices to record what happens 

indoors and outdoors. With the implementation of a 

movement detector sensor, parents install these 

cameras to monitor their children at all hours. If 

these cameras are not secured, we share our 

privacy, habits, and all of our belongings to the 

world. Today, these attacks are more common than 

expected, since simple tools help attackers obtain 

the information required to access our cameras and 

other devices connected to the same network. 

Hackers can reuse scripts or code to commit the 

attack rather than create one of their own. Secondly, 

the data captured in video surveillance cameras and 

what they can do with it has become the “goal” to 

look for insights to steal and sell.  

Many companies use default settings for their 

system since it is more cost-effective for them to set 

the same default configuration. This configuration 

includes administrator credentials (username and 

password), and they made this information public 

in their manuals. Many hackers have created pages 

where they shared the discovered credentials for 

administrator accounts. Hence, if we keep our 

systems with the default configuration, the 

exposure risk is significant. We are probably 

exposing ourselves instead of adding a security 

layer by monitoring our home and family.  

Following the description of the hardware and 

software used, I present the most common steps to 

gain access to security cameras and how the 

security monitor companies fixed their most 

significant vulnerabilities in their DVRs. 

EQUIPMENT AND MATERIALS 

Hardware Components 

• Hikvision DVR model DS-7208HQI-K2: a 

Digital Video Recorder (DVR), a consumer 

electronics device designed for recording video 

in a digital format to a disk drive, USB flash 

drive, SD memory, or other networked storage 

devices. [2] 

Software Components 

• Angry IP Scanner: an open-source and cross-

platform network scanner designed to be fast 

and simple to use. It scans IP addresses and 

ports. [3] 

• Shodan: the search for everything on the 

Internet. It helps to find specific types of 

devices (webcams, routers, servers, etc.) 

connected to the Internet using a variety of 

filters. [4] 

METHODOLOGY 

This research goes on two approaches. The 

first one consists of testing the security flaw 

discovered by the community in Hikvision DVRs. 

The exploited backdoor allows the user to gain 

access to security cameras. Figure 1 describes the 

process of connecting our computer to a network 

and using the IP Angry Scanner. We obtain the 

device IP address to which the cameras are 

connected to the DVR device. 



 
Figure 1 

How the Hikvision backdoor was exploited 

After installing, we can proceed to configure 

the IP Angry Scanner. In this case, we need to set 

the preferences of the tool to search for the ports 80 

(HTTP/HTTPS), 23 (Telnet), 8080 

(HTTP/HTTPS), 8081(TCP), and 8082 

(TCP/UDP). After this, in the fetchers option, the 

Web detects need to be included. Then we are ready 

to establish the IP range to search in the 

surrounding networks (figure 2). During the scan, 

by right-clicking on the Web detect column, the 

Angry IP Scanner finds a DVR and takes the user 

to the DVR login page (figure 3). 

 
Figure 2 

Angry IP Scanner Results 

 
Figure 3 

Hikvision device login 

In the community's tutorial, these three easy 

steps were all that was required to access all the 

cameras connected to this office or home. The use 

of a default password for the admin account in their 

devices opened a vulnerability easy to exploit, 

which affected their firmware versions from the 

V5.2.0 build 140721 to V5.3.9 build 170209. The 

company fixed this vulnerability by asking each 

user to set their own admin password. If a user 

forgets the password and wants to change it, it can 

be done by configuring the Hik-Connect App, 

answering the security question, or through the 

GUID File, which the user needs to export in 

advance from the DVR. Then, in the configuration 

window, the user will export the GUID File, and 

the password will be reset.  

The second approach is the use of Shodan. 

Shodan is a free website that shows all the Internet 

devices connected around the world, including 

routers, cameras, DVRs, etc. (figure 4). Even 

Although this tool is free, it requires the user to 

register before using the application filters that will 

allow them to make a more precise search. 

For this research, I used the filters “yawcam” 

and “AXIS” in Shodan. Yawcam stands for “Yet 

Another WebCAM.” Yawcam is a webcam 

software for windows. This application includes 

features of video streaming, image snapshots, a 

built-in web server, and motion detector, among 

others. AXIS Communications is a company 

dedicated to providing secure solutions, including 

cameras, audio, online video software, etc.  

Shodan provides a list of results according to 

the filter written in and allows users to apply 

additional filters by country, top services, top 

organizations, and top products (figure 5). 

The tool allows users to select the IP address. 

Once opened, users will find additional information 

related to that IP address. Shodan provides details 

about the device, location, and owner; device ports 

and services; and, on occasion, the system’s 

vulnerabilities. One of the results analyzed is from 

North Fork, United States. The ports available are 

8081 and 9002. The services were TCP, and it 

identified the server as yawcam. Clicking the green 

button took me to the camera home (figure 6). 

In this case, since the camera was not 

password-protected, I was able to access and view 

the image from a camera that was located outside a 

house (figure 7). 



 
Figure 4 

Shodan website 

 
Figure 5 

Shodan Search result 

 
Figure 6 



Shodan website results for the selected IP 



 
Figure 7 

Camera in first selected IP Address 

A similar result was obtained using yawcam to 

search. This other example uses the city of Elkin, 

United States. I could access their interior camera. 

(figure 8). 

 
Figure 8 

Camera in second selected IP Address 

Using the keyword for AXIS in Shodan’s tools, 

access was gained to the interior of a veterinary 

clinic in Canada. In this case, the Shodan tool also 

provided information about the Web technologies 

used in this targeted IP (figure 9). 

 
Figure 9 

IP details of third selected search 

In this search, the information collected 

allowed access to other three cameras connected to 

the same network (figure 10). 

 
Figure 10 

Cameras in fourth selected IP Address 

RESULTS AND DISCUSSION 

The results obtained have shown that all the 

devices connected to a network are at risk. 

Vulnerabilities in the systems are developing 

continuously and, at the same time, hackers are 

finding creative ways to identify and exploit these 

vulnerabilities. The most significant vulnerability in 

any organization's security is the human at the end 

of the system. I always understood there were two 

ways to separate exposures. First, we had those 

that, even if we cannot control, we can make more 

difficult to be exploited, and then we had faults in 

the system or coding that are the responsibility of 

the company that developed or installed the device. 

Using these two categories, I can determine that 

we, as users, are responsible for creating 

vulnerabilities due to connectivity and poor 

password management. This validated that the more 

devices we have connected to our network, the 

higher the risk of exposure. Using the IP Angry 

Scanner, we scanned a range of IP addresses in 

seconds, and the more connected devices there are, 

additional devices were able to select to spy or as 

targets. For example, if a hacker can access our 

cameras, it is also possible that other devices, like 

smart assistants, can also work as microphones. The 

greatest vulnerabilities are due to poor password 

management. Passwords represent a challenging 

task for all of us. Setting up a different password 

for each website, social media site, and other 



accounts is “hard.” For this reason, sometimes we 

use a default password as a quick solution or, on 

occasion, we opt to use personally identifiable 

information such as family names, birth dates, 

common words, or credit card numbers. This 

practice is not recommended, since this information 

can be easily obtained from public social media 

profiles.  

Let's see the first approach in this research—

the Hikvision DVR. Imagine that you are trusting 

your home or office is “secure,” relying on if 

something unpredictable comes up; I will be able to 

monitor and obtain the video as evidence. But for 

years, that same person was having their private life 

exposed to the world without a single clue. In their 

minds, they were "secure." Companies that maybe 

have this system to monitor the employees, how 

much information inadvertently they shared by this 

simple mistake of not changing the default 

password. Another scenario to consider is that 

something indeed happens, and in this case, since 

the hackers have the admin account, they deleted all 

the evidence stored on the DVR. Let's follow the 

best practices regarding password management. 

Let's change the default password from all of our 

devices to ensure that the security addition we 

include in our daily is not exposing us to the world. 

Another recommendation is to keep updating our 

devices. It is essential to know that some devices 

are not revised automatically. As responsible users 

with concerns about our security, we must update it 

immediately when a new release has been made. In 

the DVR case, hundreds of people were affected by 

this vulnerability. If they didn't update their 

firmware, they would still be at potential risk of 

exposure. 

The second approach during this research was 

the use of Shodan. Shodan is a free webpage that 

contains essential information for all the devices 

connected to the network. This page is so detailed 

that you can even search for webpages or devices 

that have default passwords. In the cases analyzed 

during the research, we found cameras that even 

didn't contain any passwords. By searching for 

webcams explicitly, a lot of results were provided 

by the tool. I use the tool filters to search for those 

webcams connected specifically to HTTP 

protocols. As expected, we found various cameras 

that required the admin or root passwords but found 

a variety of them that are not close and that anyone 

can access without any barrier. The first example 

was from an exterior camera from North Forth, 

United States. Using port 8081, I was able to 

connect to the camera and view the surroundings. 

The second search in Shodan was from Elkin, 

United States. In this case, the camera without any 

password was located in the home's interior, near 

the kitchen. During the time accessed, the kitchen 

people were unaware that everything they were 

doing in the "privacy" was live for everyone to see. 

This case is a clear example of why we need to be 

more careful when selecting a camera and where to 

install it—using again the model of the parents that 

put cameras on their children's bedroom to keep 

monitoring them. These parents inadvertently are 

putting their children's room, the kid's behaviors, 

and routine for anyone to see. This doesn't mean 

that putting cameras in the room is terrible, but let's 

be aware of the risk of exposure that will be present 

all the time. This is a lesson to also keep in mind 

the protection keys we must consider during the 

decision making on which camera to buy. Many 

pages that talk about this type of issue suggest to 

the users to search for cameras that require two-

factor authentication. This extra layer of security 

will ensure that if hackers have gained access to 

your username or password, they will be unable to 

access it unless they gain access to the device that 

provides the authentication code. 

The last scenario in this research was to use the 

Shodan Tool to search for a security vendor. Using 

the same port that the other cases 8081, we were 

able to access one camera in the surroundings. Still, 

we also gained access to all the cameras inside a 

veterinarian clinic in Canada. This finding validates 

the connectivity and the risk that the number of 

devices connected to the same network. Once one 

vulnerability is detected, other vulnerabilities in 

connected devices may arise and make it visible to 

the hackers. 



Eavesdropping 

Eavesdropping is one of the leading 

cybersecurity threats that has evolved over the 

years targeting unsecured networks. The security 

threat targets information transmitted via an 

unsecured network. In other cases, the network may 

be secured but lacks security measures during data 

transmission. In secured networks, eavesdroppers 

hack the content of the information through detailed 

hacking techniques that unveil the content of the 

information to the malicious person. Secondly, 

when transmitting through secured networks, the 

users may fail to encrypt their information. Failed 

encryption exposes the transmitted information to 

security threats. This is possible due to overreliance 

on security plans provided by the internet provider.  

With the increasing need for digitalization and 

automation of processes, companies resort to 

capturing information through cameras. The 

cameras are assigned specific IP addresses for the 

cameras to transfer the data to databases or share 

the information between themselves. Eavesdroppers 

keep track of the activities occurring within a 

certain network. They subject the networks to 

attacks trying to find a vulnerability. When they 

hack the IP address of a single camera due to using 

default passwords, eavesdroppers gain access to the 

information transmitted between them. They also 

gain access to any other device that communicates 

with the camera.  

Eavesdropping formulates a larger percentage 

of cybercrimes. Unlike the man-in-the-middle 

attacks, eavesdropping ensure the data reaches its 

destination regardless of any form of assistance. 

Once the hackers gain access through hacking the 

camera IP address, they access users’ confidential 

information such as credit card numbers, 

passwords, and usernames. They use such 

information to blackmail the user or for extortion.  

Artificial Intelligence-Based Cyberattacks 

New technology comes with new security 

threats in the market. The introduction of artificial 

intelligence (AI) introduced new security 

challenges in the market, with some becoming 

undetectable. It is harder to detect an AI-based 

attack when using the internet. Most internet users 

do not have the knowledge to identify AI software. 

This difficulty makes it impossible to prevent 

people from falling victims to an AI program.  

AI programs come in the form of a genuine 

internet user. In most cases, the programs lure the 

user with whatever task they can enable the user to 

accomplish effectively and accurately. Since 

internet users wish for fast, effective, and accurate 

software to accomplish tasks, they easily click on 

such programs. Once clicked, these programs 

install themselves in the user's computer. They 

phish user's confidential information to malicious 

people. The information phished includes 

passwords and credit details.  

Security cameras allow attacks through AI 

programs through the exploitation of weak 

passwords and unsecured default camera IP 

addresses. A malicious person would launch an 

attack on a network once they gain access to the 

network. Default passwords unchanged from 

vendors formulate a larger percentage of 

vulnerabilities exploitable by the malicious people 

in a networked camera security system. Once the 

malicious individual launches the AI program in the 

network, it learns the network users' behaviors. 

Having mastered the interests of the users, they 

push any program that may seem beneficial to the 

user. Opening the file or folder activates the 

software, which then installs itself in the computer, 

phishing users' confidential information to 

unauthorized users.  

IP Cameras Cybersecurity Best Practices: A 

Collaboration of Network Security Measures by 

both the Vendor and the User 

Technically, most vendors have no after-sale 

device security monitoring options. Once they sell a 

company the security cameras, they are done with. 

It is up to the client to maintain their information 

collected via the cameras through passwords and 

secured IP addresses. This strategy has failed most 

of the time since not all clients understand 

cybersecurity measures. Clients fail to monitor 



threats posed to the devices due to a lack of 

knowledge. After-sales, even if the device came 

with a security plan, failure to update the 

information security system to the latest version 

allows access to emerging attacks. Therefore, to 

curb security threats emanating through 

surveillance devices, both the vendor and the user 

should be actively involved.  

Periodic Password Change 

Changing passwords periodically reduces brute 

force attacks. After acquiring the security cameras, 

the users fail to change passwords. This makes it 

easier for a malicious person to launch an attack. 

Therefore, it is recommended that users change 

their passwords periodically to reduce the chances 

of being attacked through password guessing.  

Network Lockdown 

Unplugging one camera and replacing it with a 

laptop grants access to all other cameras connected 

to that network. It is advisable to configure the 

network such that only the cameras installed in the 

network can communicate via the ports available. 

CONCLUSION 

The Axi page states that cybersecurity should 

be approached in two steps awareness and 

mitigation. This research has provided evidence 

that if we are not aware of the risks surrounding us, 

we will not continue to avoid and prevent them. 

Organizations and vendors opt to keep these 

vulnerabilities hidden because they state that 

sharing these vulnerabilities to the public will be 

making hackers easy exploits these vulnerabilities 

at a large scale. But as we see in the several cases 

studied during the research, many people are 

unaware of their risk and how their privacy is 

exposed to the world. I’m sure that if this was your 

case and you know that your camera is live to the 

world, you will be making all the required changes 

to make sure that your privacy is preserved. As a 

recommendation, protect your devices with strong 

passwords, limit the number of devices connected 

to your network. In case you are not using a 

machine, disconnect it from the internet. Do not use 

default passwords, and make sure that all of your 

devices are running in the last updated version. 

FUTURE WORK 

Cybersecurity is a large field, and there are 

several ways to provide a more comprehensive 

analysis of how security cameras can expose your 

privacy to the world. Continues work can include 

brute force attacks to access the security cameras 

around the world. This analysis can provide a more 

completed and detailed report of the most 

commonly used passwords in security systems. It 

can also provide statistics about the people who are 

still using the default passwords.  

Future work will be to develop new guidelines 

to protect the camera's devices and mitigate 

exposure risk.  
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