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Cybersecurity education is a relatively new topic in most

educational organizations today. This poses a problem to most

educational institutions like universities, which confront the

challenge of teaching cybersecurity to students that do not have

the necessary skills and knowledge to understand these topics.

Across the United States and other countries, different initiatives

have emerged to deal with this problem [2, 3]. They range from

creating all the needed resources in the university to directing the

student to resources outside the university.

This project is intended to deal with the problem by creating labs

that teach the students skills and topics in cybersecurity, like the

ones presented in the National Cyber League (NCL) competition,

and later use the NCL platform as a testing ground. The main

benefit of our approach is being able to fill those skill and

knowledge gaps students can have by tailoring each lab using the

NCL competition as a reference.
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Methodology Outcome

The work described throughout this project will serve to

improve the content of the Penetration Testing Course by

providing written content, practical exercises and tools for the

students in a convenient and accessible way. It could also be use

as material for other courses related to cybersecurity or that at

least covers one of the topics of the labs. It will provide the

students with the necessary knowledge and skills to compete in

the NCL competition and other CTF competitions, so these can

continue reinforcing their skills and gaining more knowledge.

The purpose of this project was to develop the labs for a

cybersecurity introductory course. These were created inspired by

the NCL Challenges and the topics that are introduced in this

competition through its different parts. NCL is a Jeopardy-type

Capture The Flag (CTF), which main purpose is to serve as an

educational tool to introduce people to cybersecurity and their

continued development in cybersecurity [1].

The idea of this project emerges from a proposal for my master

project given by my mentor Dr. Jeffrey Duffany, which consists in

creating tutorials that serve as guide for students to learn about

cybersecurity concepts and tools, skills that are key in the NCL

competition and other CTF competitions.

This is something that was seen before in a Penetration Testing

course given by two student peers, Yoshuam Alicea and Steven

Bennet. In this course, different cybersecurity concepts and

different tools were taught to the students, first by introducing the

cybersecurity concept or tool and later, by solving a Capture The

Flag (CTF) challenge. This way of teaching cybersecurity

increases student engagement and leads to more well-developed

skills [1, 4].

Introduction

I aim to create an educational package to teach about

cybersecurity within my educational institution. My goal is to

create labs that teach the students about cybersecurity by taking in

consideration the knowledge and skills of the students [5], at the

same time they engage in cybersecurity competitions that will

enable them to keep developing their skills and gaining more

knowledge all year round. Identify what resources are necessary

for the students to achieve the goals mentioned above that doesn’t

require a major investment from the university.
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I produced a total of  eight labs, which were created using the 

NCL challenges as a guide, these are:

1. Cryptography

2. Enumeration and Exploitation

3. Log Analysis

4. Network Traffic Analysis

5. Open Source Intelligence

6. Scanning and Reconnaissance

7. Password Cracking

8. Wireless Access Exploitation

Each lab consists of the parts shown in figure 2.

Fig. 2 Lab Composition

Each lab was worked using a Kali Linux virtual machine, which

will be part of the materials used by the students throughout the

course; so all the students had the same chances of completing the

labs by having the same tools at their disposition. Also, the virtual

machine will contain the labs and the exercises to solve and

answer the question section as shown in figure 3.

Fig. 3 Kali Linux Virtual Machine Content 

All tools and topics are introduced with step-by-step examples the

students can follow before they test their skills against the

question section’s exercises or the NCL challenges. Below in

figure 4 you can see a sample of the content in the Password

Cracking lab.

Fig. 4 Sample from the Password Cracking lab

Future Work

The labs need to be tested on a group of students who later on will

compete in the NCL competition and preferably have not

competed before in NCL, so they can provide a better feedback

about how the labs actually helped them gain those skills and

knowledge, and how easy to follow they were. Depending on the

evaluation by the students and professor and the results of the

NCL competition, the labs should be evaluated in order to decide

whether they need changes or not.

Also, it is necessary to continue the process of generating

exercises that later on can be integrated into other ongoing

cybersecurity educational projects that make use of the labs and

exercises.
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I began asking myself three questions: What am I trying to teach?

Who am I trying to teach? What is the end purpose of this

educational activity? I knew what topics needed to be covered

because the NCL already has a list of challenges sections, each

focusing on a cybersecurity topic. In order to establish the students

who I am teaching, I focused on a student with at least three years

in the Bachelor of Science in Computer Science, who is already

taking three computer programming courses, advance computer

programming course, and computer networks course, as shown in

table 1.

Table 1. Courses Recommended

This way, the students taking the course will have the necessary

computer science knowledge to understand most of the lab

content, without the need for the lab to go too deep in computer

science material. The end purpose of this project is to create the

first prototype of the labs that will be used in a course or a set of

workshops that, based on the feedback of the students and

professor, could be tailored and changed until it becomes a better

educational packet that can be integrated into other ongoing

cybersecurity education initiatives.

One problem with this kind of project is generating new exercises,

because some of them, like the network traffic analysis, depend on

capturing network packets under a controlled network and

replicating different types of network exploitation activities or

downloading files that pose as malicious files. All of this require

set ups that are more sophisticated and harder to implement. While

other exercises are easier to create because they depend on files

that can be manipulated by a single application with no need of

complex set ups like a log file.

In order to generate more labs and exercises, it is essential to

identify and study the skills and tools needed to solve each

challenge. This will also help to create the step-by-step

instructions that explain a tool or technique. It is important to

show the student the output of the tools, as well as detailed

instructions on how to use them.

Fig. 1 Process to generate exercises

Kali Linux Virtual Machine

Course Code Course Title

CECS 2200 Computer Programming Fundamentals

CECS 2202/2203 Computer Programming 1/Lab

CECS 2222/2223 Computer Programming 2/Lab

CECS 3210 Advance Computer Programming

COE 4330/4331 Computer Networks/Lab
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