Abstract

This poster presents a research study made on multiple
Department of Homeland Security (DHS) Cyber-security major
acquisition programs cost estimates’ uncertainty and risk
analysis results and the determination of a Contingency
Reserve in a program’s cost estimates. This study will analyze
the use, application and behavior of the Contingency Reserve
within such programs. The value of this research will be to
provide program managers and decision-makers an
assessment of the amount of Contingency Reserve needed to
protect a Cyber-security program from cost overruns due to
risk and uncertainties in its estimates.

Problem Statement

It is an established rule that programs must use a 50%
confidence interval as the basis for the objective cost with the
Threshold being set up to 15% above the objective cost
parameter. Subsequently, program offices always fund
programs at the 50% confidence level regardless of the
program’s risk, uncertainties and/or their complexity. Having
adequate funding is paramount for optimal program execution
since it can take many months to obtain the necessary funding
to address an emergent program issue.

Without available risk funding, cost growth is likely, hence
the importance of having the actual impact of the risks
accounted for. This can be achieved via the correct allocation
of a Contingency Reserve.

Research Background

The Department of Homeland Security (DHS) uses a four-
phase framework for managing systems and programs to
ensure that the proper time and effort is dedicated to each
critical step of the process. There are Acquisition Decision
Events (ADEs) that occur at the beginning of and, in some
cases, during a phase to make sure the program is progressing
well, risks are being tracked and controlled, and the overall
program is being managed well before the program moves
from one phase to the next.

Affordability is the degree to which an acquisition
program’s funding requirements fit within the agency’s overall
portfolio plan. Whether a program is affordable depends on
the quality and assumptions made on its cost estimate.
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Research Background

Cost estimators utilize various methods to develop a Point estimate.
The Point Estimate provides an estimated cost for all elements and all
yvears within the LCCE. As the program matures through its life cycle
and more data become available, or as changes occur, the cost
estimator should update the point estimate. Therefore, once the point
estimate has been developed, it is important to determine how
sensitive the total cost estimate is to changes in the cost drivers.

As a best practice, sensitivity analysis should be included in all cost
estimates because it examines the effects of changing assumptions and
ground rules. Since uncertainty cannot be avoided, it is necessary to
identify the cost elements that represent the most risk and, if possible,
cost estimators should quantify the risk. This can be done through both
a sensitivity analysis and Risk/uncertainty analysis.

A way to determine whether a program is realistically budgeted is to
perform uncertainty analysis so that the probability associated with
achieving its point estimate can be determined. A cumulative
probability distribution, more commonly known as an S-curve usually
derived from a simulation such as Monte Carlo, can be particularly
useful in portraying the uncertainty implications of various cost
estimates. Figure 2 shows an example of a cumulative probability
distribution with various cost estimates mapped to a certain probability
level.
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Figure 2
A Cumulative Probability Distribution, or S-curve

Analysis Approach

The idea behind this research was to collect and analyze the
Contingency Reserve data from past cost estimates for the DHS
Cybersecurity portfolio of programs. Data was available but not
centralized and basic statistics were unknown and had not yet been
studied in aggregate.

The data collected came in the form of ACEIT cost estimating
software risk-adjusted models. Thirty-four cost estimates, from three
different components and six separate programs were analyzed. The
estimates utilized allow the study of the programs at multiple life cycle
stages of development.

Research Results

The data spoke almost as immediately as the basic statistics where
being calculated. The data validated some assumptions while providing
new insights and questions. For the analysis of the data, different tools
where utilized (Excel, Minitab, and Tableau for data visualization); The
variable of interest in this study was the “Contingency Reserve” and
the visualization of the data provided a dynamic way of asking and
answering questions from the data. As the research dove deeper into
the relations and interaction of the CR with the other variables, the
value of the study became clear.
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Discussion

Current guidance states that programs must use a 50%
confidence interval as the basis for the objective cost with the
Threshold being set up to 15% above the Objective cost
parameter; However, the data showed that the cybersecurity
portfolio of programs would have been better funded at the
Mean instead of the 50% CL. This would have reduced the
anxiety about success within budget, allowing them to have
better provisions for unknown but likely to appear risks as the
project progresses and it would help reduce the probability
that they will have to explain overruns or rebase-line because
they ran out of contingency reserve.

Table 2
Contingency Reserve Actual Vs. Mean

Component Program CR% (50%CL) CR % (Mean)

CISA CDM 3.49% 7.34%
NCPS 21% 1.51%

3.72%
FEMA 1.13%
2.61%
VIGMT 2.32% 13.56%
Grand Total 52% 4.89%

Conclusion

The proper and correct allocation of the Contingency Reserve
ensures that a program’s cost, schedule, and performance
goals can be met. The analysis also communicates to decision-
makers the specific risks that contribute to a program’s cost
estimate uncertainty. Without this knowledge, a program’s
estimated cost could be understated and subject to
underfunding and cost overruns, putting it at risk of being
reduced in scope or requiring additional funding to meet their
objectives. Because each program is unique and so are its
risks, there are no set rules as to what level of contingency
reserve would be sufficient.

This paper served as the beginning of a much larger study into
the historical use of the Contingency Reserve within the DHS
portfolio of high-level acquisition programs. Further study will
be invested in the different commodities of programs (IT, Ships
& Aircraft, Facilities, etc.) to determine if the current guidance
should be amended.

Bibliography

GAO, “Cost Estimating and Assessment Guide”. Best Practices for
developing and managing Capital Program Costs, GAO-09-3SP. [March
2009].

Para-Gonzalez, Mascaraque-Ramirez, Madrid. “Obtaining the Budget
Contingency Reserve Trough, the Monte Carlo Method”: Study of a
Ferry Construction Project [2018].

Project Management Institute, A Guide to the Project Management Body
of Knowledge [PMBOK® Guide] 5th Edition [2013].

Sheives, T. “Integration of earned value and risk management using
contingency reserves.” [2011].

Shrivastava, N. K. “A model to develop and use risk contingency reserve.”
[2014].

USAF, “Cost Estimating and Assessment Guide” Analysis Handbook [2007].

Usmani, F. “Contingency Reserve Vs. Management Reserve”. [October 22,
2019].



