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Abstract

Unified Threat Management (UTM) is an Information security
term that refers to a security appliance as a combination of
hardware, software and networking technologies in which the
primary function is to Iintegrate increased security, visibility, and
control over network security while also reducing complexity.
UTM refers to a single security appliance, and within a UTM
appliance, the typical features fall into the following three main
subsets: firewall/intrusion prevention system (IPS)/virtual private
network (VPN), secure Web gateway and messaging security. This
paper approaches the OPNsense software platform, discusses the
Importance of network security, the market growth, OPNsense key
features, and discuss how the IDS/IPS, Block SSL certificates and
Traffic Shaping implementations complement security capabilities.

Introduction

Gartner indicates a UTM Is a converged platform of point security
products, particularly suited to small and midsize businesses [1].
Employing network security in for smaller networks can be
challenging to manage and expensive for each specific security
task in the infrastructure, as each aspect has to be maintained and
continuously updated and individually to remain current with the
latest forms of malware and cyber threats. OPNsense is free open
source software platform firewall under the Open Source Initiative
License. The project explains the key features: IDS/IPS, Traffic
Shaper, Drop/Block SSL certificates fingerprinting properties and
the advantages and benefits of this network security approach [3].

Background

Gartner indicates that 99% of the vulnerabilities exploited by the
end of 2020 will continue to be ones known by security and IT
Professionals at the time of the incident [1]. Therefore, by creating
a single point of defense and providing a single console, most
small to medium size business can deploy a UTM to act as the
first line of defense to networks and offer a plethora of tools to
mitigate the threats from Wide Area Networks and Local Area
Networks [1] [2].

According to the International Data Corporation, it forecasted
worldwide revenues for security-related hardware, software, and
services reached $81.7 billion in 2017, an increase of 8.2% over
2016. IDC states, the trend for growth in the worldwide market
driven by the UTM reaching $1.6 billion in 2Q of 2017 a year-
over-year increase of 16.8% is the highest growth among all sub-
markets [2].

Furthermore, by 2020 revenues will be nearly $105 billion the
UTM market now represents more than 50% of worldwide
revenues In the security appliance market as Firewall and UTM
continue to be the most active areas of growth, as they add
security features leveraging and addressing cloud protection [2].

Network security Is a challenging problem that plays a significant
role in drastically changing the business mindset searching for
solutions that aim to simplify operations. A UTM such as
OPNsense Is an integrated security system software appliance that
alms to provide cost-effective outcomes for small networks [2].
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Methodology

The project discusses the Inline Stateful Inspection Firewall,
ClamAV, Suricata IDS/IPS, SSL Blacklisting, and Traffic shaping
features. The virtual appliance was installed and configured in the
Oracle VM (Virtual Machine) VirtualBox Manager in Laptopl

within a Microsoft Windows 10 OS environment [Figure 1]. A

safe virtual testing environment was set up using the VirtualBox
Host-Only adapter for either the Host-to-VM testing with no
Internet access or the Bridge LAN interface for Internet access.
The Laptop2 hardware, also in a Windows 10 OS, is utilized for
monitoring and capturing packets at the IDS/IPS interfaces using
Wireshark port-mirroring the WAN/LAN port on the CISCO
switch. The Clam Anti-Virus Is an open source antivirus engine
for detecting trojans, viruses, malware and other threats. Utilized
the EICAR test sample for the IDS/IPS [Figure 4]. The Nmap scan

In the implementation section was run initially with the Suricata

IDS/IPS disabled and then enabled in the Windows 10 VM [3].
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Figure 1: Network Diagram of the testing environment
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Figure 2: Firewall top source ports

Message

Jun401:03:09 suricata[47641]: [Drop] [1:7999999:1] OPNsense test eicar virus

Jun401:03:02 suricata[47641]: [Drop] [1:7999999:1] OPNsense test eicar virus

Jun401:01:44 suricata[47641): (Drop] [1:7999999:1] OPNsense test eicar virus

Figure 4: IDS/IPS EICAR test virus
detection alert
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Implementation and Discussion

The Implementation purpose Is to demonstrate how the UTM
reacts with Nmap, a free and open source (license) utility for
network discovery and security auditing. IT Pros. use it for
network Inventory, monitoring host, service uptime and to test
firewall defenses. Wireshark Is an open-source network packet
analyzer, that captures different protocols (OSI layers) and will
display the packets as detailed as possible and helps to observe
what’s happening at a microscopic level. built-in ‘Intense scan’
and ‘nmap -sS -sV -T4 -O -v -Pn --badsum --mtu 8 --top-ports
1000 192.168.1.9,10,11,12’ commands demonstrate the versatility
of testing an with these tools to research open/filtered ports and
Inbound/outbound communication. The pattern that starts to
emerge Is that to have effective results, Nmap should be used less
aggressively and approach IDS/IPS more stealthily. The
fragmented IP header output received fewer flags and in IDS/IPS
vs. other tested Nmap command scan methods [3]-[5].

Nmap scan report for 192.168.1.11 i

Host is up (8.80899s latency). .

Not shown: 65531 filtered ports Scan Tools Profile Help

PORT STATE SERVICE ~ VERSION Target: | 192.168.1.9,10,11,12 ~| Profile: ~| [Scan

53/tcp  open domain Unbound 1.6.8 Command: nmap -sA -sV -T4 -O -v -Pn --badsum --mtu 8 --top-ports 1000 192.168.1.9,10,11,1

| dns-nsid:

| id.server: OPNsense.reaper.home

|_ bind.version: unbound 1.6.8

80/tcp open http ]'ighttpd 1.4.49 NSE: Loaded 43 scripts for scanning.

| http-methodg; Initiating ARP Ping Scan at 20:41

|_ Supported Methods: GET HEAD POST OPTIONS Completed ARP Ping Scan at 20:41, ©.69s elapsed (3 total hosts)

. Nmap scan report for 192.168.1.9 host down

|_http-server-header: lighttpd/1.4.49 Nmap scan report for 192.168.1.10 [host down]

|_http-title: Did not follow redirect to https://192.168.1.11/ Initiating AR Ping Scan at 20181 o o

443/tcp open ssl/http lighttpd 1.4.49 s W Sl S e S R A R,
Initiating Parallel DNS resolution of 1 host . at 28:41

Ihttp-methods: Completed Parallel DNS resolution of 1 host . at 20:42, 16 .58s elapsed

| Supported Methods: GET HEAD POST OPTIONS S i 552 S 5 .03 L1008 pects]

| bttp-tite: Login e T gt

| ssl-cert: Subject: organizationName=OPNsense/stateOrProvinceNane=Zuid-Holland/ countryName=NL SEriting i WaERESimn GSry BiN Gnitean Ren ARw A AR

| Issuer: organizationName=0PNsense/stateOrProvinceName=Zuid-Holland/ countryName=NL : : ——

| Public Key type: rsa ating NSE at 20:42

| Public Key bits: 4096 g os i) Vo~

| Signature Algorithm: sha2S6HithRSAEncryption o=t i= np (8-88es latency)

Figure 9: Nmap initial scan report

Initiating ARP Ping Scan at 2©:41

nnnnnnnnnnnn
Initiating NSE at 20:42

Time Source Destination
8850 100.955954 192.168.1.16 192 .168.1.11
8852 101.002668 192.168.1.16 192.168.1.11

Protocol Length Info
74 [TCP Retransmission] 56519 -» 38482
74 [TCP Dup ACK 8806#1] 56520 -» 38482

8854 101.034376 192168 1.16 192 1681 .11 74 [TCP Retransmission] 56521 -» 38482

8856 101.080499 192.168.1.16 1922168 -4~ A ICMP 162 Echo (ping) request 1d=0x5053, se
8858 101.112474 192.168.1.16 192.168.4 .11 ICMP 192 Echo (ping) request 1d=0x5054, sel

Frame 8792: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits) on interface ©

Ethernet I, Src: PesCompu_25 N . 0s: PcsConpu_dd SN

Internet Protocol Version 4, Src: 192.168.1.16, Dst: 192.168.1.11
Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 9

Checksum: ©xa57c incorrect, should be ©xa67c

[Checksum Status: Bad]

Figure 11: Wireshark output TCP and ICMP checksum incorrect alert

Date
Message

Jun 5 14:34:39 suricatal[40277]: [1:2200074:2] SURICATA TCPV4 In
checksum [Classification: Generic Protocol Comm
Decode] [Priority: 3] {TCP} 192.168.1.16:44860 >

192.168.1.12:41716

Figure 12: IDS/IPS TCP invalid checksum alert

ip.addr == 192.168.1.16 && ip.addr == 192.168.1.11 a

Time Source Destination Protocol Length Info
2156 56.522716 192.168.1.11 192.168.1.16 TCP 60 2121 - 57896 [SYN, ACK] Seg=0 Ack=1 Win=65:
2157 56.522883 192 168111 192.168.1.16
2158 56.553055 192.168.1.16 192 . 168.1.11 TCP
2159 56.553055 192.168.1.16 192168111 TCP

60 [TCP Out-Of-Order] 2121 - 57896 [SYN, ACK]
60 57896 > 5959 [SYN] Seq=0 Win=1824 Len=0@ MS¢
60 57896 - 7627 [SYN] Seq=0 Win=1024 Len=0 MS:

v Flags: 0x002 (SYN)

Figure 13: IDS/IPS ICMPv4 unknown code at WAN IP’s interface alert

Message

May 24 20:04:11 suricata[78538]: [1:2210008:2] SURICATA STREAM 3way handshake SYN resend different seq on SYN recv
[Priority: 3] {TCP}192.168.1.15:35451 -> 192.168.1.11:53

Figure 14: IDS/IPS-SYN stream request 3-way handshake detection

r t » ] (o
a4 = @® RE Ree=F S0 Qaaa
Il |ip.addr == 192.168.1.16 && ip.addr == 192.168.1.11 [ X<
8 Time Source Destination Protoco | Length Info
9601 119.798395 192.168.1.16 192.168.1.11 IPv4 60 Fragmented IP protocol (proto=TCP 6, off=16,
9602 119.798397 192.168.1.16 192.168.1.11 IPv4 60 Fragmented IP protocol (proto=TCP 6, off=24,
9603 119.79839 192.168.1.16 192.168.1.11 IPv4 60 Fragmented IP protocol (proto=TCP 6, off=32,
503 [ ]
9610 119.876978 192.168.1.16 192.168.1.11 IPv4 60 Fragmented IP protocol (proto=TCP 6, off=16,
9611 119.876980 192.168.1.16 192.168.1.11 IPv4 60 Fragmented IP protocol (proto=TCP 6, off=24,
9612 119.877129 192.168.1.16 192.168.1.11 IPv4 60 Fragmented IP protocol (proto=TCP 6, off=32,
9614 119.909194 192.168.1.16 192.168.1.11 ICMP 162 Echo (ping) request 1id=©x7f6d, seq=295/9985
Header checksum: ©xcbl1l9 [validation disabled]
[Header checksum status: Unverified]
Source : 192.168.1.16

Destination: 192.168.1.11
~ Data (8 bytes)

Data: 2069000003030a01

[Length: 8]

Figure 15: Wireshark output for Nmap fragmented IP header (MTU == 8)

Date
Message

Jun 5 14:34:38

suricata[40277]: [1:2200038:2] SURICATA UDP packet too
small [Classification: Generic Protocol Command Decode]
[Priority: 3] {UDP} 192.168.1.16:0 -> 192.168.1.12:0

Figure 16: IDS/IPS-Alert for UDP Fragmented IP packets alert

Implementation and Discussion
(continued)

For the Block SSL Certificates a network administrator could
retrieve a SHA-1 fingerprint from a website. The signature
configured with the appropriate settings will result in the IDS/IPS
logging and drop/block the SHA-1 monitored thumbprint and
providing a timestamp alert with WAN/LAN IP’s,
source/destination ports and certificate issuer for use with TLS
[Figure 5]. The Traffic Shaping feature is useful for reserving
dedicated bandwidth for real-time network traffic such as \Voice
over IP, sharing Internet traffic evenly using ‘queues’ to prioritize
applications for various users. Purposes for traffic shaping are to
provide time-sensitive real-time financial data network traffic
throughput a priority over other non critical-data. Also, to limit the
bandwidth of applications that consume a lot of network traffic
when many users use the program [Figure 6]-[Figure 8] [3].

Conclusion

OPNSsense provides a cost-effective way to identify and analyze
challenging issues in network security for small and medium-sized
businesses. A Free Open Source Software UTM doesn’t consume
too much footprint In the Infrastructure. The benefits of
Implementing ClamAYV, and IDS/IPS with Traffic Shaping help to
provide multiple layers of security that are transparent to the end-
user to configure and less complex. Furthermore, it provides a
lower initial up-front cost as well as less management for
appliances, lower software support costs and overhead expenses
requirements to mitigate the incoming/outgoing network threats.
Deploying A UTM iIn an environment to provide compliance
Vulnerability, Business Impact Analysis, and Risk Assessments to
support all future business continuity requirements.

Future Work

Area of future work could be combining features and enabling
QoS (Quality of Service) in parallel with the Suricata IDS/IPS to
Improve network security. In addition, deploying the supported
OPNsense Amazon Web Services cloud image for processing
capabilities from a data center. Furthermore, future work testing
with Nmap and Kali Linux Metasploit Framework, which is “a
penetration testing platform that enables you to find, exploit, and
validate vulnerabilities” [3]. These are the best approaches for
IDS/IPS testing since they provide the tools, infrastructure, and
content required to perform penetration tests and extensive
security auditing [3]-[5].
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