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Unified Threat Management (UTM) is an information security

term that refers to a security appliance as a combination of

hardware, software and networking technologies in which the

primary function is to integrate increased security, visibility, and

control over network security while also reducing complexity.

UTM refers to a single security appliance, and within a UTM

appliance, the typical features fall into the following three main

subsets: firewall/intrusion prevention system (IPS)/virtual private

network (VPN), secure Web gateway and messaging security. This

paper approaches the OPNsense software platform, discusses the

importance of network security, the market growth, OPNsense key

features, and discuss how the IDS/IPS, Block SSL certificates and

Traffic Shaping implementations complement security capabilities.
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Methodology

OPNsense provides a cost-effective way to identify and analyze

challenging issues in network security for small and medium-sized

businesses. A Free Open Source Software UTM doesn’t consume

too much footprint in the infrastructure. The benefits of

implementing ClamAV, and IDS/IPS with Traffic Shaping help to

provide multiple layers of security that are transparent to the end-

user to configure and less complex. Furthermore, it provides a

lower initial up-front cost as well as less management for

appliances, lower software support costs and overhead expenses

requirements to mitigate the incoming/outgoing network threats.

Deploying A UTM in an environment to provide compliance

Vulnerability, Business Impact Analysis, and Risk Assessments to

support all future business continuity requirements.

Gartner indicates a UTM is a converged platform of point security

products, particularly suited to small and midsize businesses [1].

Employing network security in for smaller networks can be

challenging to manage and expensive for each specific security

task in the infrastructure, as each aspect has to be maintained and

continuously updated and individually to remain current with the

latest forms of malware and cyber threats. OPNsense is free open

source software platform firewall under the Open Source Initiative

License. The project explains the key features: IDS/IPS, Traffic

Shaper, Drop/Block SSL certificates fingerprinting properties and

the advantages and benefits of this network security approach [3].

Introduction

Background

Network security is a challenging problem that plays a significant

role in drastically changing the business mindset searching for

solutions that aim to simplify operations. A UTM such as

OPNsense is an integrated security system software appliance that

aims to provide cost-effective outcomes for small networks [2].

Gartner indicates that 99% of the vulnerabilities exploited by the

end of 2020 will continue to be ones known by security and IT

Professionals at the time of the incident [1]. Therefore, by creating

a single point of defense and providing a single console, most

small to medium size business can deploy a UTM to act as the

first line of defense to networks and offer a plethora of tools to

mitigate the threats from Wide Area Networks and Local Area

Networks [1] [2].

According to the International Data Corporation, it forecasted

worldwide revenues for security-related hardware, software, and

services reached $81.7 billion in 2017, an increase of 8.2% over

2016. IDC states, the trend for growth in the worldwide market

driven by the UTM reaching $1.6 billion in 2Q of 2017 a year-

over-year increase of 16.8% is the highest growth among all sub-

markets [2].

Furthermore, by 2020 revenues will be nearly $105 billion the

UTM market now represents more than 50% of worldwide

revenues in the security appliance market as Firewall and UTM

continue to be the most active areas of growth, as they add

security features leveraging and addressing cloud protection [2].
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The implementation purpose is to demonstrate how the UTM

reacts with Nmap, a free and open source (license) utility for

network discovery and security auditing. IT Pros. use it for

network inventory, monitoring host, service uptime and to test

firewall defenses. Wireshark is an open-source network packet

analyzer, that captures different protocols (OSI layers) and will

display the packets as detailed as possible and helps to observe

what’s happening at a microscopic level. built-in ‘Intense scan’

and ‘nmap -sS -sV -T4 -O -v -Pn --badsum --mtu 8 --top-ports

1000 192.168.1.9,10,11,12’ commands demonstrate the versatility

of testing an with these tools to research open/filtered ports and

inbound/outbound communication. The pattern that starts to

emerge is that to have effective results, Nmap should be used less

aggressively and approach IDS/IPS more stealthily. The

fragmented IP header output received fewer flags and in IDS/IPS

vs. other tested Nmap command scan methods [3]-[5].

Future Work
Area of future work could be combining features and enabling

QoS (Quality of Service) in parallel with the Suricata IDS/IPS to

improve network security. In addition, deploying the supported

OPNsense Amazon Web Services cloud image for processing

capabilities from a data center. Furthermore, future work testing

with Nmap and Kali Linux Metasploit Framework, which is “a

penetration testing platform that enables you to find, exploit, and

validate vulnerabilities” [3]. These are the best approaches for

IDS/IPS testing since they provide the tools, infrastructure, and

content required to perform penetration tests and extensive

security auditing [3]-[5].
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The project discusses the Inline Stateful Inspection Firewall,

ClamAV, Suricata IDS/IPS, SSL Blacklisting, and Traffic shaping

features. The virtual appliance was installed and configured in the

Oracle VM (Virtual Machine) VirtualBox Manager in Laptop1

within a Microsoft Windows 10 OS environment [Figure 1]. A

safe virtual testing environment was set up using the VirtualBox

Host-Only adapter for either the Host-to-VM testing with no

Internet access or the Bridge LAN interface for Internet access.

The Laptop2 hardware, also in a Windows 10 OS, is utilized for

monitoring and capturing packets at the IDS/IPS interfaces using

Wireshark port-mirroring the WAN/LAN port on the CISCO

switch. The Clam Anti-Virus is an open source antivirus engine

for detecting trojans, viruses, malware and other threats. Utilized

the EICAR test sample for the IDS/IPS [Figure 4]. The Nmap scan

in the implementation section was run initially with the Suricata

IDS/IPS disabled and then enabled in the Windows 10 VM [3].

Figure 9: Nmap initial scan report Figure 10: Nmap TCP scan output for WAN/LAN

Figure 11: Wireshark output TCP and ICMP checksum incorrect alert

Figure 12: IDS/IPS TCP invalid checksum alert 

Figure 13: IDS/IPS ICMPv4 unknown code at WAN IP’s interface alert

Figure 14: IDS/IPS-SYN stream request 3-way handshake detection

Figure 15: Wireshark output for Nmap fragmented IP header (MTU == 8)

Figure 16: IDS/IPS-Alert for UDP Fragmented IP packets alert

Figure 2: Firewall top source ports

Figure 6: Traffic shaping Laptop1

Windows 10 VM 

Figure 1: Network Diagram of the testing environment

Figure 4: IDS/IPS EICAR test virus 

detection alert 

Figure 8: VM Speedtest with 

traffic shaping applied

Figure 7: VM Speedtest 

without traffic shaping

Figure 5: IDS/IPS Block SSL Certificates alert

Figure 3: OPNsense Lobby: Dashboard
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For the Block SSL Certificates a network administrator could

retrieve a SHA-1 fingerprint from a website. The signature

configured with the appropriate settings will result in the IDS/IPS

logging and drop/block the SHA-1 monitored thumbprint and

providing a timestamp alert with WAN/LAN IP’s,

source/destination ports and certificate issuer for use with TLS

[Figure 5]. The Traffic Shaping feature is useful for reserving

dedicated bandwidth for real-time network traffic such as Voice

over IP, sharing Internet traffic evenly using ‘queues’ to prioritize

applications for various users. Purposes for traffic shaping are to

provide time-sensitive real-time financial data network traffic

throughput a priority over other non critical-data. Also, to limit the

bandwidth of applications that consume a lot of network traffic

when many users use the program [Figure 6]-[Figure 8] [3].
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