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To an enterprise, one of the most important assessment that should develop is the Risk Assessment. This The identified threats are going to be evaluated using the impact, likelihood and control metric. [5] To This Assessment (see Figure 6) presents the results of the all data collected. Based on the
practice includes identify the threats that can affect the business continuity. In addition, is necessary : _ . : . _ _ _
determine the risk score we calculate the rates of each metric and the result can determine the residual interviews and the threat assessment, we rate each threat based on our perspective on
classify them to perform an analysis where we can identify the riskiest threats to the operation. This _ o _ o _ _ _
oroject establishes the importance of a Risk Assessment for an organization. Based on 1SO 22301 [1], risk of the organization. The residual risk is the risk that remains after the controls were implemented. how the organization could be affected. Furthermore, it presents the result of residual risk
the new international standard for business continuity management systems is designed to specify the In other words, this result can provide the total risk necessary to avold, accept or transfer It. It can be based on Low, Medium or High criteria. It Is important to explain that If the risk score is
requirements for setting up and managing an effective Business Continuity Management System low, medium or high. less than seven (7) the residual risk is Low. However, if is less or equal than thirteen (13)
(BCMS) for any organization, regardless of type or size. To effectuate the assessment is fundamental the risk score is Medium and if it is above thirteen (13) it will be considered High. Thus,

create a methodology to assess the risks and threats. The result of the analysis should be discussed with M etrICS the higher risk score and residual risk, the more controls and mitigation procedures must

the management and they need to determine what controls are cost effective to implement or if the _ _ o
be implemented. Meanwhile, the management of the organization could understand that

organization can accept the risk. To perform the process of a Risk Assessment we select an organization

Likelithood Metrics : : . . o
of technology to determine the possible threats that should affect the facilities or the operation in the result of the threat does not affect in a big scale its business continuity.
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future risks for the facility and the business operation. We are going to analyze the risks functional@argets.2 e T——— > > : Facilie
. . Minordm pact@) Data Communications Failure 4 3 3 9 MEDIUM Information Security
based on the natural, man-made and technology threats that should affect the continuity of 2 Minor insignificantiloss Minor  meetingieydunctionald Vel Communicatons Pl ; z . * e
ta rgets. Distributed Denial-of-Service (DDoS) attack 5 5 j 12.5 MEDIUM Information Security
the operation. As a result, the Risk Assessment Report will illustrate the residual risk from Moderatefimpactn Ramsomvar ; ; : ; - nformation Secuity
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where the organization are going to evaluate the impact of each threat and determine if targets.H Software Failure . ; . 10 information Security
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they need to implement additional controls to mitigate the risk. 4 Major Loee Major meetingfkeyfunctionald

targets.i C n I - n
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5 Catastrophic Catastrophic ormass@lepartmentall
gy oss departures.? During the analysis of the results, we understand the control environment that the
To develop the Risk Assessment, we will use the survey process to gather the input of the Control Metrics organization had to ensure the business continuity. Later of analyzing the results of the Risk

responsible areas of the threats. Moreover, the process of interview Is going to be to the Effectiveness of Contro Assessment as a deliverable, the conclusion is that the organization should implement more

Mitigation Control .. * Control Determinated
reducing inherent Ris

different departments in the company such as: Human Resources, Physical Security, controls to minimize the residual risk. In summary, the organization accept the results and

f : : q iliti 1 No Control 0% Efective Process is clearly deficient in critical ways. _ o _ . _ _ _ _
Information Security and Facilities. | | S identified the importance of mitigate those risks. The implementation of new controls is
2 Deficient 10% Effective  Process present some deficient in critical ways.
4 Effective 50% Effective |Process are sufficients to minimize the risk. according the priority of the organization. Otherwise, they need to accept the mentioned risks
5 Excessive 75% Effective  Process are excesive to mitigate the risk.

and implement plans to mitigate those threats. However, any changes in the actual controls

Threat Theat Description Threat History

The "Puerto Rico Trench,™ a 560 mile long under-occan canyon and fault line, i1s one of the deepest in the world and b
the British Virgin Islands continued throughout the north of Puerto Rico and goes almost to the Bahamas. The deepe

trench is close to the northem Arecibo. R e CO m m e n d at i O n

The seismic vulnerability study conducted by Dr. William McCann in 1987 yielded a probability of 33-50%, of a stror
different parts of the island for a period of SO yvears. A 2003 study from the USGS revealed that West-Southwest Pues
the most vulnerable to earthquakes.

of the organization needs to be notified to update this report.
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